
 

AGENDA  

Caribou City Council 

City Council Workshop 

Immediately following the Council Meeting  

On Monday, February 23, 2015 

Caribou City Council Chambers 

 
1. Shared dispatching between police and fire 

 
2. Utilizing Basic EMTs 

 
3. Cary Medical Center   
 
4. Building Permit Fees  

 
5. Other Areas 

 
 
Upcoming Meeting Dates: 

Regular City Council Meeting March 9, 2015 at 6pm 
 
Regular City Council Meeting March 23, 2015 at 6pm 
 
 

 

City of Caribou, Maine Municipal Building 

  25 High Street 
  Caribou, ME 04736 

Telephone (207) 493-3324 
  Fax (207 498-3954 
  www.cariboumaine.org 
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To: Mayor and Council Members 
From: Austin Bleess, City Manager, Michael Gahagan, Police Chief, and Scott Susi, Fire Chief 
Date: February 23, 2015 
Re: Shared dispatching between police and fire 
 
One of the topics brought up in the budget season was to share dispatching for police and fire.  
 
First it should be noted that the fire department does not currently dispatch. 911 calls for medical emergencies 
go to Penobscot or Houlton depending on how the call is made (cell phone or land line). They dispatch to our 
department who responds to the call. The dispatcher in Houlton or Penobscot may patch us into the call so the 
responding crew can be informed of what exactly is going on when they get there.  
 
The dispatch call could come into the Police Department which would then inform the crew on duty and have 
them respond that way. They do this now when there is no on in the fire station.   
 
If the Police Department were to take this over it would not save any money, as there would be no way to 
reduce staff in the fire department.  
 
If the fire department were to dispatch for the police department there are several things that would have to be 
completed before this could happen. That includes, in no particular order,  

• Training for all Fire/Ambulance members to dispatch at police standards. This is 80 hours of training.  

• Remodeling of the Fire Department dispatch station to make it secure and up to current FBI CJIS 
standards. 

• Terminal agreements with the department 

• All terminals would have to be moved up to the Fire Station  
 
We could possibly eliminate three police positions under this scenario. This could save $166,722 the first year.  
However, with that we would lose our jail. We would also have to haul our prisoners down to Houlton, which 
would add costs of approximately $30,600. There is more information on that on the following pages.  
 
We would also lose the ability of people to walk into the police station and talk to a police officer. There are 
some stats on the following pages as to the number of walk-ins. That information was gathered when we 
explored a joint dispatch with Presque Isle.  
 
In December when the Council voted to put the police officer position in the budget that was proposed to be cut 
it seemed the Council did not want a reduction in the level of service at the police department. If we did this, it 
would certainly reduce service levels.  
 
More information compiled by the chief is on the following pages.  
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Caribou PD Walk-lns

Civil 
Details of Walk-ln

Report an accident
Complaint
Processed prisoner
Question
Subject on bath salts
Complaint
Civil
Respondants to a complaint
Paycheck
Prescription return
Dropped off Multi Handgun report
Perscription return
Lost Property
Looking to borrow ear protectors for his disabled daughter who is at CpAC, provided
Walk in wanting to report burglary and theft young boy sat in the lobby while father spoke with officer 112 hour
BP Drayton came in to report suspicious activity with possible metal theft
Sharps return
Asked to assist with locked vehicle
Notorize item
Male leaving info so he can be on our road kill list
Equipment provider
Prescription return
Med return
lnspection permit
request for evidence
Fingerprint Request
Sharps return
Sharps return
Sharps return
Sharps return
Question
Sharps return
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l0:09
13:38
15:00
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8:15
8:50
9:25
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12:05
14:08
14:27
15:46
16:05
22:04
9:40
10:15
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913
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902
915
902
902
907
907
907
907

Complaint
Presque lsle, dropping off prisoner
Subject dropping items off
lnspection permit
Death certificate drop off
Dept. Homeland Security.
Kristin Leblanc in to p/up Beau Myrick's property-Jackets, hat, shoe laces, summons.
lnformation
subject bringing in video for officer referance assaulU Burglary
Water works indicating road closure
News requesting to speak with officer regarding Social Media
Walk in for sharps drop
Computer Crimes Unit Vassalboro to process prisoner
Female requesting assistance to obtain protection order.
Requesting phone number for FD
Requesting to speak to officer
concealed carry
Complaint
lnformation about female subject to be picked up byACSO
looking for property
complaint
Person in to see 907
Female dropping off paperwork
Female came in asking for snowmobile law book
SO transport arrived
PIPD arrived for intox (there's wasn't working)
SO arrived with prisoner, assited in processing
BC Robertson and bailer came into bail prisoner
Burglary report for 990 Carson Rd contacted State police
request information about titles
Sharps return
provide paper work
provide paper work
Walk in looking for gas cam. Assisted with one from the garage. Returned 10 minutes later.
Male walked in to discuss theft case with the officer.
9-1-1 call for a vehicle off the road already reported
Caller wanted to discuss criminal complaint, unable to due to cars off the road. Will call back.
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12:2O
16:47
17:OO

19:43
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15:43
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11:20
12:30
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906
900
914
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907
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900
900
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907

Person inquiring about accidents, indicated a family member has not returned home to New Sweden
walk in for Taxi License request
Prescription return
taxi cab license request
request for permit
accident report issue
request for permit
Medication Drop Off
Medication Drop Off
Fingerprint Request
Theft complaint
Citizen dropped off unused needles to the PD for disposal
questions about deer on South Main Street
Assisted citizen in locating a plastic bag to scoop poop
ArielWilliams picked up Subpoena
Property brought in for prisoner
lnterview
lndividual looking for 903
Matt Cameron came in to report that there was a male in 1642RV looking through windows at his uncle funeral. Ju
Male entered the pd asking if we had his dog.
Medication return
Female asking for Off. Trainer. Will call back at 14:00
fingerprint request.
report a possible crime homicide
request for police advice.
Wellbeing check and possible bail violation(s)
Came in to fillout a statement for 907
needle drop off
needle drop off
female came in wanting information on son who was arrested this afternoon
Follow up on arrest of yesterday. will call mother back with info on release.
request for police advice.
request for paperwork
intellegence meeting
request for information regarding unregistered car
request for BAC test
Loring Fire is back at fire house.
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Sqeaky walked in to get trail maps
Assisted Washburn with an uptight female prisoner
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Paul L. Vincent

ne.gov>

Management Control Agreement.doc
CJIS Requirements

Following up on our phone conversation regarding requirements for access to METRo by a non-criminarjustice

ir"i:iJ:rïj;:i:li: 
department personnel to access MErRo for dispatch ouoor"Jíor' il'ililîlowing

- The area(s) utilized to access, process, and/orstore METRo/cJls data must be physically secure toprevent unauthorized personnel from having unescorted access. All points of entry need to locked at alltimes.
- Anyone tasked with having direct (login) access to METRo needs to pass a fingerprint-based backgroundcheck conducted by a criminaljustice agency.
- Anyone ha access, process, and/orstore METRo/cJls dataneeds to p This would include janitors/maintenancepersonnel as.- A separate METRO Terminal Agreement would

communications centers which are separate e
the direct supervision of law enforcement pers
and formalizes assignment of a TAC (Terminal
Officer) for the agency connecting to METRO.

- Where the Fire Department is a non_criminaljustice agency, agreement (MCA)would be required. This agreement wourd need to stipurate
bv the FD wourd be under the manasement contror of the cr liii'ï::rrJ."rri"'
consists of a majority of críminal justi

- where this would need to be conside mail'

by the rso wourd need to occur to ensure ph jlo"JHÏ;l,t',

- 
parties understand to'"t 

1:Xln";?;;sibilities to comprete terminaroperator
s with full ac or delete NCIC records), initial
ation entails week course at the Maine Criminal

- Depending on the location of the fire department in relation to the police department, work may needto be done to move the circuit and/or other network equipment used for connectívity to METR9. lfsuch a move is needed, the Town of caribou would be responsible for any costs incurred as a result ofsuch move.
- The Fíre Department would be subject to biennial audits for both security and quality control of all NCtcrecords maintained by the Caribou pD.

This líst is not all-inclusive, but does give you an idea of some of the roles, responsibilities, and requirements
associated with having direct access to METRO' lf you or anyone erse has moie questions and/or concernsabout the contents of this emaíl or anything else dealing w¡ti¡ vrrno related to the changes beingcontemplated, please don't hesitate to contact me.

Finally, I would like to add that there are many counties and municipalitíes that have police dispatch for the fire

From:
To:
Gc:
Sent:
Attach:
Subject:
Paul,

1l^^l^^<, @
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department, but this is the first time l'm aware of a munícipality considering having the fire department dispatchfor the police department. Again, this is not unlike how regional communications centers operate, but
consideration must be made for all METRo/cJls responsibílities and requirements that all RCC,s are tasked with.

Blair

Blair Stanhope
I nformation Security Officer
Maine State Police
45 Commerce Drive, Suite 1

Augusta, Maíne 04333
Te[ (207)626-3920

1la^l.t^1 E



Manapem ent Control t

Pursuant to the CJIS Security Policy Version 5, Sections 3.2.2 and 5.1, it is agreed
that with respect to adminisfation of that portion of computer systems and network
infrastructure interfacing directly or indirectly with the state network (Network Name)
for the interstate exchange of criminal history/criminal justice information, the (Criminal
Justice Agency) shall have the authority,viamanaged control, to set and enforce:

(1) Priorities.
(2) Standards for the selection, supervision, and termination of personnel.
(3) Policy governing operation ofjustice systems, computers, access devices,
circuits, hubs, routers, firewalls, and any other components, including enc4rption,
that comprise and support a telecommunications network and related criminal
justice systems to include but not limited to criminal history record/criminal
justice information, insofar as the equipment is used to process or transmit
criminal justice systems information guaranteeing the priorit¡ integrity, and
availability of service needed by the criminal justice community.
(4) Reshiction of unauthonzedpersonnel from access or use of equipment
accessing the State network.
(5) Compliance with all rules and regulations of the (Criminal Justice Agency)
Policies and CJIS Security Policy in the operation of all information recéived.

"Responsibility for management of security control shall remain with the criminal justice
agency." CJIS Security Policy Version 5.0, Section 3.2.

This agreement covers the overall supervision of all (Criminal Justice Agency)
systems, applications, equipment, systems design, programming, and operational
procedures associated with the development, implementation, and maintenance of any
(Criminal Justice Agency) system to include NCIC Programs that may be subsequenily
designed andlor implemented within the (Criminal Justice Agency).

John Smith, CIO Date
Any State Department of Administration

Joan Brown, CIO
(Criminal Justice Agency)

Date
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I.

CRIMINAT JUSTICE INFORMATION NETWORK

TERMINAL AGENCY AGREEMENT

Pursuant to Title 25 51508 of the Maine Revised Statutes, and subject to the
conditions contained within this agreement, the Chief of the Maine State police

agrees to furnish to Caribou Police Department (hereinafter referred to as the
"Terminal Agency"), a duly authorized criminal justice agency as defined in the Code

of Federal Regulations (Title 28 CRF, part 20, subpart A), computer terminal access

to the criminal Justice Information Network (CJIN/METRO), for the purpose of
exchanging criminal justice information.

Puroose of Aoreement

The purpose of this document is to provide for an agreement whereby the Terminal

Agency, in consideration of computer terminal access to METRO, agrees that the

Maine State Police shall serve as the State Crirninal Justice Information Services

(CJIS) Systems Agency responsible for the regulation and quality control of the
telecommunications system within the State, including, but not limited to, the

exchange, dissemination and use of data contained in the Maine State Police Criminal

History Record Information System, the National Crime Information Center (NCIC), a

program of the Federal Bureau of Investigation's Criminal Justice Information

Services Division (FBI-CJIS), the National Law Enforcement Communicatíons System,

Inc, (Nlets), the Maine State Database and other related information systems.

Securitv of Terminal
The Termínal Agency agrees to install and maintain all terminal devices in secured

areas and to restrict access to such devices to only authorized personnel. The

Terminal Agency further agrees to permit the Chief of the Maine State Police, the

CjIS Systems Officer (CSO), or the Ghief's or CSO's designee, access-at any time-
to any room, building or other place where the terminal devices or related lines and

circuits are located, for the purpose of inspecting the equipment and area and for

any other purpose deemed appropriate or necessary by the Chief of the Maine State

Police, the CSO, or the Chief's or CSO's desiEnee, in regard to the operation of the

system.

II
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III. Securitv and Privacv of Data

The Terminal Agency agrees to comply with all relevant federal and Maine laws and

rules and regulations adopted by the Maine State Police, FBI-CJIS, NCIC and Nlets.

The Terminal Agency further agrees to protect and prohibit dissemination of

information and data received from the aforementioned systems to unauthorized

persons or agencies.

IV Securitv of Personnel

The Terminal Agency agrees to comply with the FBI-CJIS Security Policy regarding

background investigations of any person, including, but not limited to,

information/technical personnel, having access to the Crirninal Justice Information

Network (CJIN/METRO.) At a minimum, such a background investigation must

include the submission of a completed applicant fingerprint card to the State Bureau

of ldentification, a check of NCIC III and a check of BMV Driver License files.

Local Area Securitv Officer

The Terminal Agency agrees to comply with the FBI-CIIS Security Policy by

designating one individual-identified on the last page by name and title-as the

Local Area Security Officer (LASO) to act as a liaison with the Maine State Police,

CJIS Systems Agency, Information Security Officer. The Terminal Agency further

agrees to notify the Maine State Police within thirty (30) days of a change of I-ASO

assignment.

See last page

VI Maintenance Of Terminal Equipment

The Terminal Agency agrees to pay any and all costs for the installatíon, operation,

insurance and maintenance of any required terminal equipment, which equipment

shall include, but is not limited to, building modifications, terminal CRT, printer

modems and supplies.

VII. Terminal Aoencv Coordinator

The Terminal Agency agrees to designate one individual-identified on the last page

by name and title-as the Terminal Agency Coordinator (TAC) to act as liaison with

the Maine State Police CJIS Systems Officer, The Terminal Agency shall submit that

individual's narne to the CSO of the Maine State Police upon acceptance of this

agreement. The Terminal Agency further agrees to notify the Maine State Police

within thirty (30) days of a change of TAC assignment.

See last page
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VIII. Trainino of Terminal Aqencv personnel

The Terminal Agency agrees to provide and pay any expenses for operating
personnel to attend any required training relating to system use.

rx. Audits

The Terminal Agency agrees to permit the CJIS Systems Agency audit personnel

access to all facilities housing METRO terminals for the purpose of compliance or

investigative audits. The Terminal Agency further agrees to allow auditors or

designated personnel accèss to all source documentation that supports METRO/NCIC

transactions and/or entries.

x- Authoritv
The Chief of the Maine State Police shall have the sole discretion to promulgate any

rules, regulations, policies and procedures necessary to the operation of the network,

XI Ratification

In the event that any person who is signatory to this agreement is no longer in a

position to enforce its provisions, this agreement must, within thirty (30) days, be

re-entered, subject to ratification.

XII Executorv Clause

The parties hereto understand that this agreement shall be deemed executory to the

extent of monies available to the Maine State Police, and no liability shall be incurred

by the Maine State Police beyond monies available for that purpose.

XIII. Indemnification of the Maine State Police

In accord with the Federal Tcjrt Claims Act, the Terminal Agency shall be liable for all

claims, demands, actions, suits or proceedings founded upon the negligence or other

wrongful conduct on the part of any employee of the Terminal Agency, including, but

not limited to, any liability for loss or damages by reason of any claim of false arrest

or false imprisonment, In no instance shall the Terminal Agency claim that the

Maine State Police, or any of its agents, is so liable.

The Terminal Agency shall indemnify and hold harmless the Maine State Police, and

any agents thereof, with respect to any claim, demand, action, suit or proceeding

that relates to any matter governed by this agreement.
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XIV.

BY:

PRINTED

TITLE:

DATE:

TERMI

NAME:

Term

The terms of this agreement shall remain in effect until the agreement is

discontinued by either party. The Maine State Police reserves the right to
immediately invoke the METRO Sanction policy and/or suspend furnishing any data

to the Terminal Agency whenever training requirements are not met or the security,

privacy, use or dissemination requirements established by federal or State law, the

Maine State Police, FBI-CJIS/NCIC and/or Nlets are violated. In such instance, the

Maine State Police may reínstate the furnishing of any data upon receipt of proof that

the violation has been corrected. The State orTerminal Agency may, after providing

a minimum thirty (30) day written notíce discontinue the services contemplated by

this agreement.

""ff:iìoT'¿/*, CÎ 7
l¡

TITLE:

TERMINAL AGENCY TAC:

NAME: /n. I tJ ,, ,.- / TITLE:

IN WITNESS WHEREOF, the parties hereto cause this agreement to be executed by proper

officers and officials,

TERMINAL AGENCY
STATE OF MAINE

DEPARTMENT OF PUBLIC SAFETY
BUREAU OF STATE POLICE

BY

ftt:r /n" / ¿, ê- A) PRINTED:

TITLE

DATE:

APPROVED:

Patrick J. Fleming
CHIEF OF MAINE STATE POLICE

c{, )(( CJIS SYSTEMS OFFICER

l ztl o 7 Mav 3,2007

Page 4 of 4



Requirements and Transition Document
FBI CJIS Security Policy Version 5.1

7lt3t20t2

Requirement Dates Between 2011-2014

Changes to the CJIS Security Policy v5.0 were approved by the Advisory Policy Board (ApB) in
2011, and subsequently approved by the Director, FB[, on June 1.,2012. The policy contains
current requirements carried over from version 4.5 and 5.0 along with new requirements for
agencies to implement.

This document lists every ne\ / requirement and its "required by" year from 201 l-2014* based on
a number of factors including, among other things: cost, threat, technological innovations, and
realistic need. Those cases.where prior version requirements were assigned a specific "required
by" date, i.e. September 30ú, 2013,that date has bèen carried over. CJIS auditôrs will conduct
zero-cycle audits beginning october l't of the "required by" year. For example, ne\ry
requirements with a "required by" year o12012 will fall under the zero-cycle audit beginning
October lft,2012. Noncriminal Justice Agencies that have not previously been subject to CJIS
Security Policy audit and whose only access to FBI CJIS data is for the purpose of civil
fingerprint-based background checks or other noncriminal justice purposes will not undergo
zerc-cycle audits until October 1't, 2013.

The "Summary of Changes" page lists requirements that were added, deleted, or changed from
version 5.0 and now reflected in version 5.1. Within the hansition document, these
modifications are highlighted for ease of location. For continuit¡ there are columns on the left
that reflect policy locations from version 4.5 forward. As new versions are released, these
columns will change to indicate curent requirement locations in the policy.

Though the dates applied to requirements are spread across several years, the intent is for
agencies to start working toward them immediately, where possible, and leverage the
requirements document as a tool for financial planning and justification to meet requirements
that carurot be met immediately.

Please refer questions or comments about this requirements transition document or version 5.1 of
the CJIS Security Policy to your respective Information Security Officer, CJIS Systems Officer,
or Compact Officer.

* A requirement with "required by" year without a corïesponding month and day is to be read as
January l't ofthat year.



Version 5.1

l. #20In section 3.2.6, change the words "is to" to the word "shall,,
2. #48 and #49 Split paragraph into two (2) separate requirements
3. #50 Section number changed from4.2.2.1 to 4.2.I
4. #51 Sectionnumber changed from4.2.2.1to 4.2.1
5. #60 New requirement
6. #61 New requirement
7. #62 New requirement, language change from "is prohibited" to "shall nof'
8. #63 New requirement, language change from "must nof'to "shall not"
9. #264Language change from "is prohibited" to "shall not',
1,0. #379 and #380 Split paragraph into two (2) separate requirements
11. Section 5.9.1.8 Access Records, "2. Signature of the Visitor", requirement deleted
12. #423 New requirement
13. #431 and#432 Requirement repeated for audit purposes. Please see notes in

requirements
14. #465 New requirement
15. #466 Language change in policy, added "andlor" for each sub-bullet
16. #479 New requirement
17. #486 and,#487 Split paragraph into two (2) separate requirements



Shall Statement

agency may a or
agency may develop their own stand-alone security policy; however, the CJIS

Security Policy shall always be the mtntmu m standard and local policy may
augment, or rncrease the standards, but shall not detract from the CJ IS Security

standards.
I ne local agency mey complement the CJIS Security Hottcy wtn a toc€tl pol¡cy, or
the agency may develop their own stand-alone secur¡ty policy; however, the CJIS
Security Policy shall always be the minimum standard and local policy may
augment, or increase the standards, but shall not detract from the cJls security
Policy standards.

agency
procedures to facilitate the implementation of the CJIS Security policy and,

the local secu

standa and
each a

decisions shall and

role of CSO shall not be
and enforce

1. Stanclards for the selection, supervísion, and separationõlþersonnelwFõ
have access to CJl.
z. Pottcy govern¡ng the operation of computers, access devices, circuits, IuEl
routers, firewalls, and other components that comprise and suppol a
telecommunications network and related CJIS systems used to process, store, or
transmít cJl, guaranteeing the priority, confidentialig, integrity, and availability of
service needed by the criminal justice community.
a. Ensure appropriate use, enforce system disciplinffi
operating procedures are followed by all users of the respective services and
information.

agency
the FBl.

c. re extent
to the CSA lSO.

or nee, s ensure e
(TAC) is designated within each agency that has devices accessing CJIS

agency accÆss someone as
Local Officer

access

Topic

Relationship to Local Security
Policy and Other Policies

CJIS Svstems Aoencies ICSA)

CJIS Systems Officer (CSO)

Ver 5.1 Location
andlor New

RequirumenUDate

1.3

3.2.'l

3.2.2

3.2.2(1)

3.2.2(2)

Ver 5.0 Location
andlor New

RequiremenUDate

1.3

New (2011)
1.3

3.2.1
New (2011)

3.2.1
New (201 1)

3.2.2
3.2.2

3.2.2(1)

3.2.2(2')

New (2011)
3.2.2(2',)

3.2.2(2)

Ver 4.5 Location

Section 2

Section 2

Section 2

Section 3.1

Section 3.1 & 3.2

Section 3.1 & 3.2

Section 3.1 & 3.2

Section 3.1 &3.2

Section 3.1 &3.2

Section 3.1 &3.2

Section 3.1

Section 3.2

Section 3.2

1

2

3

4

6

7

8

I

't0

1'l

12

13

14

l5

16



Shall Statement

user
Division.

b. Responsibilig for the management control of network security shall remain
with the CJA. Management control of network security includes the authorig to
enforce the standards for the selection, supervision, and separation of personnel
who have access to CJI; set and enforce policy governing the operation of
circuits and network equipment used to transmit cJls data; and to guarantee the
priority servicg as determined by the criminal justice communitv.
A ccA is a govemment agency, whether a UJA or a NUJA, tnat enters into an
agreement with a private contractor subject to the CJIS Security Addendum. The
CGA entering into an agreement with a contractor shall appoint an Agency
Coordinator.
I ne AÇ shall be respons¡ble for the supervision and integrity of the system,
training and continuing education of employees and operators, scheduling of
initial training and testing, and certification test¡ng and all required reports by
NCtC.

The AC shall:
1. Unclerstand the communications, records capabilities, and needs of the
Contractor which is access¡ng federal and state records through or because of its
relationghip with the CGA.
2. Participate in related meet¡ngs and provide input and comments for system
improvement.

the
Contractor

4. Maintain and update manuals applicable to t@
and provide them to the Contractor.

Topic

CJIS Systems Officer (CSO)
(continued)

Contracting Govemment Agency
(cGA)

Agency Coordinator (AC)

Ver 5.1 Location
andlor New

Requircment/Date

3.2.2(21

3.2.2(3)

3.2.6

3.2.7

3.2.7

Ver 5.0 Location
andlor New

RequiremenUDate

3.2.2121

New (201 1)
3.2.2ß\

3.2.2(3],

3.2.6

3.2.7

3.2.7

Ve¡ ¡1.5 Location

Section 3.2

Section 3.'l.c

Section 3.1.d

Security Addendum
Section 2.0'l

Securig Addendum
2.O4

Securig Addendum
2.04

Security Addendum
2.04

Security Addendum
2.O4

Security Addendum
2.04

Security Addendum
2.04

Security Addendum
2.04

17

18

19

20

21

22

23

24

25

26



Shall St¡û¿mcnt

or ensure
access NCIC, schedule the operators for testing or a certification exam with
CSA staff, or AC staff with permission from the CSA staff. Schedule
operato rs for the certification exam with n stx (6) months of assrg nment.
Sched ule certified operators fo r bie nnial re-certifìcation test¡ng within thirty
days pnor to the expiration of certification. Sched ule operato rs for
mandated class

an un or
employee to access cJl or systems supporting cJl where access to cJl can be

9. Provide completed applicant fingerprint cards on each contractor employee
who accesses the system to the cJA (or, where appropr¡ate, csA) for criminal
background investigation prior to such employee accessinq the system.

10. other for the AC the FBl.

The CSA ISO shall:

'l . Serve as the of contact to the FBI CJIS Division lSO.
ce cy

re the confidentia itv integrity and availability of cnm inal justice info
the user com munity throughout th e CSA'S user commu nity to include the

and ng
controls for the lnterface and its users

nt response to
investigate, document, and report to the CSA, the affected criminal justice
agency and the FBI cJtS Division tso maJo I tn cide nts that significantly

the secu or of CJ t.

Each |¡ASO shall:

1. ldentify who is using the CSA approved hardware, software, and firmware and
ensure no unauthorized individuals or processes have access to the same.

2. ldentify and document how the egu¡pment is connected to the state svstem.
3. Ensure that personnel security screening procedures arè bein¡ollowed as
stated in this policy.

appropriate measures are
rki as

Support policy compliance
secu incidents-

and ensure CSA ISO is promptly informed of

loplc

Agency Coordinator (AC)
(continued)

CJIS System Agency lnformation
Secrurity Offìcer (CSA ISO)

Local Agency

Ver 5.1 Locaüon
andro? New

RequinemenUDate

3.2.7

3.2.8

3.2.9

Ver 5.0 Location
andlor New

RequiremenUDate

3.2.7

3.2.8

3.2.9

Ver ¡ß.5 Location

Security Addendum
2.04

Security Addendum
2.04

Security Addendum
2.04

Security Addendum
2.04

Security Addendum
2.O4

Section 3.3

Section 3.3

Section 3.3

Section 3.3

Section 3.3

Section 3.4

Section 3.4

Section 3.4

Section 3.4

Section 3.4

Section 3.4

27

28

29

30

3l

32

33

34

35

36

37

38

39

40



Shall Statement

FBICJIS ISO
nta tcy

asa a f ecross
communig and in this regard provide technícal guidance as to the

of and technical tssues.
as
of

e

to the CSOs and lSOs.
5. Ass¡st wrth developing audit compliance guidelines as we[ãs ¡dentfi'tngÆ
reconciling secu rity-related issues.
6. Develop and participate in information s@
CSOs and lSOs, and provide a means by which to acquire feedback to measure
the effectiveness and success of such training

acu on
network and keep the CSOs and lSOs updated on pertinent information via the

ov email

state shall
...Compact Officer who shall ensure that Compact provisions and rules,
procedures, and standards established by the Compact Council are complied
with in their respect¡ve state.

The lll shall be accessed only for an authorized purpose.

Further, CHRI shall only be used for an authorized purpose consistent with the
pllrpose for which lll was accessed.
Proper access to, use, and dissemination of data from restricted files shall be
consistent with the access, use, and dissemination policies concerning the lll
described in Title 28, Paft20, CFR. and the NCIC Ooeratino Manual.

The restricted files, which shall be protected as CHRI, are as follows:

1. Gang File.

2. Known or Appropr¡ately Suspected Terrorist File.

3. Supervised Release File.

4. lmmigration Violator File (formerly the Deported Felon File).

5. National Sex Offender Registry File.

6. Historical Protection Order File of the NCIC.

Topic

CJIS Division lnformetion

Compact Officer

Compact Officer

ProperAccess, Use, and
Dissemination of CHRI

ProperAccess, Use, and
Dissemination of NCIC Restricted

Files lnformation

t

Ver 5.1 Locaton
andlor l{ew

RequiremenUDale

3.2.10

3.2.'t2

4.2.1

4.2.2

4.2.2

Ver 5.0 Location
andfor New

RequlremenUDate

3.2.10

New (2011)
3.2.12

New (2011)
3.2.12

4.2.2.1

4.2.',|

4.2.1

Ver ¡1.5 Location

Section 3.5

Section 3.5

Section 3.5

Section 3.5

Section 3.5

Section 3.5

Section 3.5

Section 8.2.1

Section 8.2.1

Section 8.2.1 &
8.2.2

Section 8.2.1 &
4.2.2

Section 8.2.1 &
8.2.2

Section 8.2.'l &
8.2.2

Section 8.2.1 &
8.2.2

Section 8.2.1 &
8.2.2

Section 8.2.1 &
8.2.2

Section 8.2.1 &
8.2.2

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58



Shall Stabment

7. ldentity Theft File.

8. Protective lnterest File.

Person With lnformation [PWl] data in the Missing person Files.

shall not disseminate rcstricted files informaüon purposes other

nical and physical safeguards to ensure the security and confidentia lig of the

These stored for on when they are key
elements for the andlor of case files and/or criminal record files.
ln addition to the use of purpose codes and logging information, all users shall
provide a reason for all lll inquiries whenever requested by NCIC System

local admin or

Pll shall be extracted CJI for the of business on

Topic

ProperAccess, Use, and
Dissemination of NCIC Restricted

Files lnformation (continued)

Storage

Justification

Personally ldentifi able lnformation
(Pil)

Ver 5.1 Location
andlor New

RequirementlÞab

New (2012)
4.2.2

(2012l'

4.2.3.2
New (2012)

4.2.3.2

4.2.4

4.2.5.1

4.3

Ver 5.0 Location
and/or New

RequircmenUDate

4.2.2.2.2

4.2.3

4.2.4.1

New (2012)
4.3

New (2012)
4.3

Ver ¡t.5 Location

Section 8.2.'l &
8.2.2

Section 8.2.2.2

Section 8.6

Section 8.6

Section 8.3.1

59

60

61

62

63

64

65

66

67

68



Sh¡ll Statement

commun be
rds.

s

and/or received from the FBI CJIS shall specify the security controls and
conditions described in this document.

n9e
both to the terms of information

Proceclures for handling and storage of information shall be established to
protect that information from unauthorized disclosure, alteration or misuse.

nts esa ng
to the and communication of CJI

Each cSA head or slB chief shall execute a signed written user agreement with
FBI cJls Division stating their willingness to demonstrate conformity with this

before and in CJIS records information
This agreementshall include the standards@
CJIS svstems.
As coorclinated through the particular CSA or ù unrel, eacn lnteÍace Agency
shall also allow the FBI to periodically test the ability to penetrate the FBI's
network through the external network connection or system per authorization of
Department of Justice (DOJ) Order 2640.2F.
All user agreements with the FBI cJls Division shall be coordinatecl witFttre
CSA head.
Any CJA receiving access to FBI CJIS data shall enter into a signed written
agreement with the appropriate signatory euthority of the CSA providing the
access.

agency will have access, and the FBI CJIS Division policies to which the

These agreements shall include:
1. Audit.

3.

Assu

system.

Topic

Area 1

Exchanoe Aqreements

lnformation Exchange

lnformation Handling

State and Federal Agency User
Agreements

Criminal Justice Agency User
Agreements

Ver 5.1 Location
and/or New

Requlrernent/Date

T
5.1

5.1.1

5.1.1.1

5.1.1.2

5.1.1.3

Ver 5.0 Locatlon
andlor New

Requirement/Date

5.1

New (2012)
5.1.1

New (2012)
5.1.1

(2012)

New (2012)
5.1.'t.1

New (2012)
5.1.1.1

5.1.1.2

New (2012)
5.1.1.2

5.1.1.3

Ver 4.5 Location

Section 7.10(a) &
7.12(a) & 8.5

Section 6.2

Section 6.2

Section 6.2

Section 6.3

Section 6.3

Section 6.3
Section 6.3
Section 6.3
Section 6.3

6.3

Section 6.3
Section 6.3
Section 6.3
Section 6.3

Section 6-3

@
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71

72
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Shall Statement

a
shall be ible for access to the CJI

pu
Executive or reement.

contractors nctions same
training and certification criteria required by govern mental agencres performing
similar fu and.

.and shall be subject to the same enent of audit review as are local user
aqencles.

co o
srgnrng of the Security Addendu m Certification and abid by all aspectspage e

of the CJ IS Addend um.

Modifications to the CJIS Secu Addendum shall be enacted on the FBl.
1. Pr¡vate contractors designated to perform criminal justice functions for a CJA
shall be eligible for access to CJl.
Access shall be permitted pursuant to an agreement which specifically identifies
the agency's purpose and scope of providing services for the administration of
criminal iustice.

the co the
.ù.CJIS Security Addendum approved by the Director of the FBl, acting for the U

General as referenced in Title 28 CFR 20.33
2. Pr¡vate contractors designated to perform criminal justice functions on behalf
of a NCJA (government) shall be eligible for access to CJl.
Access shell be permitted pursuant to an agreement which specifìcally klentifÞs
the agency's purpose and scope of providing services for the administration of
criminal justice.

agreement between p contractor rncorpo
CJIS Security Addendum approved by the Director of the FBl, acting for the

u.s. General as referenced in Title 28 CFR 20.33

A NCJA (public) designated to request civil fingerprint-based background checks,
with the full consent of the individual to whom a background check is taking
place, for noncriminal justice functions, shall be eligible for access to CJl.
Access shall be perm¡tted when such designation is authorized pursuant to
federal law or state statute approved by the U.S. Attorney General.
An NCJA (public) receiving access to FBI CJIS data shall enter into a signed
written agreement with the appropriate signatory authoríty of the CSA/SlB
providinq the access.

A NCJA (private) designated to request civil fingerprint-based background
checks, with the full consent of the individual to whom a background check is
taking place, for noncriminal justice functions, shall be eligible for access to CJl.

Topic

lnter-Agency and Management
Control Aoreements

Private Contractor User
Agreements and CJIS Security
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Shall Statement

(p access to FBI s enter a
agreement with the appropriate signatory authority of the CSA/SlB

the access.
areas

Secu J for uidan
Each NGJA that d¡rectly accesses FBI cJl shall also allow theTBl t,o periõdìõaily
test the ability to penetrate the FBI's network through the external network
connection or system per authorization of Department of Justice (DOJ) Order
2640.2F.

or
noncriminal justice ancillary functions on behalf of a NCJA (public) or NCJA

for noncriminal shall be ible for access to CJl.
s esrg pursua
law or state statute the U.S. Atto General

SU to the rms
described in the Compact Council Security and Management Control

Standard.
ch accesses e to

Channelers leveraging CJI to perform civil functions on behalf of an Authorized
Recipient shall meet the same training and certification criteria required by
governmental agencies performing a similar function...
...and shall be subject to the same efent of audit review as are local user
aoencres.
As specified ¡n the inter-agency agreements, MCAs, and contractual agreeménts
with private contractors, the services, reports and records provided by the service
provider shall be regularly monitored and reviewed.
The CJA shall maintain suffìcient overall control and visibility into all security
aspects to include, but not limited to, identification of vulnerabilities and
information security incident reporting/response.
lhe ¡nc¡dent report¡ng/response process used by the service provider shall
conform to the incident reporting/response specifications provided in this policy.
Any changes to services provided by a service provider shall be managed by the
CJA.
Evaluation of the risks to the agency shall be u based on the criticality
of the data, system, and the impact of the chanqe

Toplc

Agency User Agreements
(continued)

Security and Management Control
Outsourcing Standard

Monitoring, Review, and Delivery
of Services

Managing Changes to Service
Providers

Secondary Dissemination
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Shall Statement

Basic security awareness training shall be required within six months of initial
and thereafter for all nel who have access to CJl.

a as
awareness for all authorized with access to CJI
1. Rules that describe responsibi
CJI usaqe.

lmolications of noncompliance.

4. Media Protection.

Visitor control and physical eccess to spaces-{iscuss applicable
and unusual

to concerns -

with
and

ln eddition lo 5.2.1.1 above, the following topiffi
addressed as baseline security awareness training for all authorized personnel
with both physical and logical access to CJI:
1. Rules that describe responsibilities and expected behavior wijh regard-to
information svstem usaoe.
2. Password usage and management-including creat¡on, freqúeñÇ -i
changes, and protection.

3. Protection from viruses, worms, Trojan horses, and other malicious code
4. Unknowne-mail/attachments.

usao+allowed versus prohibited; monitoring of user activity.
6. Spam
7'Socialengineering.(Theactofmanipulatinffioi
divulging confidential information.).

9. Med¡a Protection.
10. Handheld device security issues-address@ss
security issues.
11. use of encryption and the transmission or sffi
over lhe lnternet-address agency policy, procedures, and technical contact for
assistance.
12. Laotoo both physical and information security issues.
13. Personally owned equipment and softwar+state whetheiãllowed or nol
(e.q.. coovriqhts).

Topic

Policy Area 2: Securig Awareness
Training

All Personnel

Personnel with Physical and
Logical Access

Ver 5.1 Location
andfor New

RequircmenUDate

5.2

5.2.1.1

5.2.1.2

Ver 5.0 Location
and/or New

RequirementlDate

New (2013)
5.2

New (2013)
5.2.1.1

New (2013)
5.2.1.2

Ver ¡1.5 Location

@
124

125

126
127
124

't29

't30

't3l
'132

133

'134

135

136

137

140

141
142

143

144

145

146

147



Shall StaGment

access to systems
rsonal use and

secu use screensavers, vtew
information on screen (preventing/limiting "shoulder surfing"), battery

allowed access to

on and until
19 ng

and services.
n ove, a ms

be addressed as baseline security awareness train ing for all lnformation
echnology personnel (system administrators, security administrators, network

etc.
vtruses, worms, a

definitions.
backup and lized or lized approach

3. Timely application of system patches-part of confiquration manaqement.
4. Access control measures

9, Networkinfrastructureprotectionmeasures.
security awareness

shall be:

current

- maintained by the CSQ/SIB/Compact Officer

Topic'

Personnel with Physical and
Logical Access (continued)

Personnel with lnformatinon
Technology Roles

Security Training Records
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Shall Statement

shall: (i) establish an operational incident handling capabilig for
agency information systems that includes adequate preparation, detection
analysis, containment, recovery, and user response activities; (ii) track,

and incidents to officials and/or authorities.
as on

respective agencies and shall ensure LASos institute the csA incident response
res at the local level.

shall information to

lnformation securi$ events and weaknesses associated with information systems
shall be communicated in a manner allowing timely corrective action to be taken.

Formal event reporting and escalation procedures shall be in place.
Wherever feasible, the agency shall employ automated mechãñErns to assist in
the reporting of security incidents.
All employees, contractors and third party users shall be made awáie oähe
procedures for reporting the different types of event and weakness thet might
have an impact on the security of agency assets and are required to report any
information securig events and weaknesses as quickly as possible to the
designated point of contect.
The FBI CJIS Division shall:

n the

2. Serve as a central clearinghouse for all reported intrusion incidents,
secur¡ty alerts, bulletins, and other security-related material.
3. Ensure additional resources for all incidents affecting FBl eJlSDitis¡õñ
controlled systems as needed.
4. urssemtnate prompt advtsones of system threats and operating system
vulnerabilities to all CSOs and lSOs through the use of the !g¡@!99g e-mail
account, to include but not limited to: Product Security Bulletins, Mrus Bulletins,
ard Security Clips.
5. Track all reported ¡nc¡dents and/or trends.
6. Mon¡tor the resolut¡on of all incidents.
The CSA ISO shall:

to be the primary point of contact for interfacing with the FBI
incident and

2. ldent¡fy individuals who are respons¡ble for reporting incidents within their
area of responsibilig.

Topic

Policy Area 3: lncident Response

Reporting lnformation Security
Events

FBI CJIS Division Responsibilities

CSA ISO Resoonsibilities
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Shall Statement

4. Develop, implement, and maintain internal incideñ respõñãelroõêdüres
and coordinate those procedures with other organizations that may or may not be
affected.

tn
Department of Justice (DOJ), FBI CJIS Division, and other entities to

local law enforcement POCs within their area.
6. Act as a s¡ngle POC for their jurisdictional area for requesting incidenl
response ass¡stance.

Responsibilities and procedures shall be in place to handle information security
events and weaknesses effectively once they have been reported
The agency shall implement an incident handling capability foièecurityìñõidents
that includes preparation, detection and analysis, conta¡nment, eradìcation, and
recovery.
Wherever teasible, the agency shall employ automated mechanisms to support
the incident handlinq Drocess.
wnere a lottow-up actton aga¡nst a person or agency after an information securifl
incident involves legal action (either civil or criminal), evidence shall be collected,
retained, and presented to conform to the rules for evidence laid down in the
relevant iurisdiction(s).

agency s ensure ge response ro
included as of ired secu awareness traini

agency on
an basis.

Topic

CSA ISO Responsibilities
(continued)

Management of lnformation
Securitv lncidents

lncident Handling

Collection of Evidence

lncident Response Training

lncident Monitoring
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andlor New
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Shall Statement

accou
of users conform a of behavior

@ assess compose
information systems to determine which rity controls to thesecu are applicable
vanous

The information shall nerate audit records for events.

The agency's information system shall produce, at the application and/or
operating system level, audit records containing sufficient information to establish
what events occurred, the sources of the events, and the outcomes of the
events.
lhe agency shall period¡cally review and update the list of agencydefined
auditable events.
ln the event an agency does not use an automated
activities shall still take place.

system, manual recording of

The followino lan¡cd'

2. Successful and unsuccessful attempts to eccess, create, write, delete or
change permission on a user account, file, directory or other system resource.
3. Successful and unsuccessful attemots to change eccount passwords.

Successful and unsuccessful accounts.
5. Successful and unsuccessful attempts for users to access, modif¡4 or
destroy the audit log file.

followino co shall be included with every audited event:
1 fhe event.
2. The component of the information system (e.9., software cornponen¡
hardware compgnent) where the event occurred.
3. Type ofevent.
4. User/subjectidentity.

(success or failure) of the event.
lhe agency's information system shall provide elerts to appropriate egency
officials in the event of an audit processing failure.
The management shall designate an or to
review/analyze information system audit records for indications of inappropriate
or unusual activity, investigate suspicious activity or suspected violations, to

to and to take necessa actions.

review/ana shall be at a minimum once a week.

Topic

Policy 4:Auditing and
Accountabilitv

Auditable Events and Content
(lnformation Svstemsì

Events

Content

Response to Audit Processing
Failures

Audit Monitoring, Analysis, and
Reporting
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Shall Statement

system stamps use rn a
record

stamps
clocks in the audit records.

The agency shall synchronize internal information system clocks on an annual

p
modification deletion and unauthorized access.

shall retain audit records for at least 365 d
agency co nue

retain audit records until it is determined they are no longer needed for
audit, or other

A log shall be mainta¡ned for a minimum of one (1) yeer on all NCIC and lll
transactions.
The lll portion of the log shall clearly identify both the operator and the
authorized receiving agency.
lll loqs shall also clearlv identify the requester and the secondary recipient.
The ident¡f¡cation on the log shall take the form of a unique identifìer that shall
remain unique to the individual requester and to the secondary recipient
throughout the minimum one year retention period.

loplc

Time Stamps

Protection of Audit lnformation

Audit Record Retention

Logging NCIC and lll
Transactions
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Topic Shall Shtement

agency manageAccount Management
and accounts.

shall validate accounts at annu and

..and shall the validation
agency users

access
access to the based on:

are
duties.

creation shall be
use usage or or

user or or accounts are
or othemrise secured

Access Enforcement
to the and contained information.

access
(deployed in hardware, software, and firmware) and security-relevant information
to authorized

g

based policies) and associated access enforcement mechanisms (e.g.,
control lists, access control matrices, cryptography) shall be employed
agenc¡es to control access between users (or processes acting on behalf
users) and objects (e.9., devices, files, records, processes, programs, domains)
tn information

Least Privilege
shall individual access and.

access
to the informatíon system; and generate, retain, and review records
all such

agency s on
or information to risk to CJl.

Logs of access privilege changes shall be maintained for mln tm ofa um one year
I at least ual to the record retention whichever IS

e access
, data set, volumes, files, records) including the ability to read, write, orSystem Access Control

the

shall be in and for all lT to:
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Shall Statencnt

ns r one user
applications accessing CJl, unless the agency grants authority based upon

operational business needs. Agencies shall document the parameters of the
al business needs for concurrent active sessions.

personnel can or remove
d connections and remove or alter
shall access to on one or more

1 or user access.
Physical location.

(e.9., users a grven agency may
itted access than those from outside

5. o
When setting up access controls, agencies ahffi
followino mechanisms:

1. Access Control Lists (ACLs). ACLs are a register of users (including groups,
machines, processes) who have been given permission to use a particular object
(system resource) and the types of access they have been permitted.
2. Resource Restr¡ctions. Access to specific functions is restr'lcted by never
allowing users to request information, functions, or other resources for which they
do not have access. Three major types of resource restr¡ct¡ons are: menus,
database views, and network devices.
3. tncryptton. Encrypted information can only be decrypted, and there6re read,
by those possessing the appropriate cryptographic key. While encryption can
provide strong access control, it is accompanied by the need for strong key
management. lf encryption of stored information is employed as an access
enforcement mechanism, the cryptography used is Federal lnformation
Processing Standards (FIPS) 140-2 (as amended) compliant (see section
5.10.1 .1.2 lor requirements).

co access et system
level tolevel, access enforcement mechanisms are employed at the application

increased information for the
system rce a no more than

invalid access attempts by a user (attempting to access CJI or
with access to

system s the accou a minute
unless released an

system display an use
message, before granting access, informing potential users of various usages

rules.
m use message n UM

The user a restricted
Svstem may be monitored, recorded, and subiect to audit.

Toplc

System Access Control
(continued)

Access Control Criteria

Access Control Mechanisms

Unsuccessful Login Attempts

System Use Notification
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Shall Stat¿ment

3. Unauthorized use of the system is prohibited and mãy-be subject
criminal and/or civil oenalties.
4. Use ofthe system indicates consent to monitoring and recordinq.
The system use notification message shal@
security notices (based on associated privacy and security policies or
summaries) and remain on the screen until the user acknowledges the
notification and takes explicit actions to log on to the information svstem.
Pr¡vacy and security policies shall be consistent with applicable laws, Executlve
Orders, directives, policies, regulations, standards, and guidance.
The information system shall prevent further access to the system by initiating a
session lock after a maximum of 30 minutes of inactivity, and the session lock
remains in effect until the user reestablishes access using appropriate
identification and authentication orocedures.
Users shall directly initiate session lock mechanisms
viewing when a device is unattended.

to prevent inadvertent

The agency shall authorize, monitor, and control all methods of remiG access to
the information system
Ïheagencyshallemployautomatedmechanismstofã@
control of remote access methods.
I he egency shall control all remote eccesses through managed access control
points.
lhe agency may perm¡t remote access for privileged functions only for
compelling operational needs but shall document the rationale for such access in
the security plan for the information system.
A personally owned informat¡on system shall not be authorized to access,
process, store or transmit CJI unless the agency has established and
documented the specific terms and conditions for personally owned information
system usage.
Publicly accessible computers shall not be used to acc€ss, process, store or
transmit CJl. Publicly accessible computers include but are not limited to: hotel
business center computers, convention center computers, public library
comDuters. oublic kiosk c¡mouters. etc.
The agency shall:
(i) establish usage restrictions and implementation guidance for wireless
technologies;
(¡i) author¡ze, mon¡tor, control wireless access to the information svstem.
Agencies shall:
1. Perform validation testing to ensure rogue APs (Access Points) do not exist
in the 802.11 Wireless Local Area Network (W|-AN) and to fully understand the
wireless network security posture.
2. Ma¡nta¡n a complete ¡nventory of all Access Points (APs) and 802.11
wireless devices.

Topic

System Use Notification
(continued)

Session Lock

Remote Access

Personally Owned I nformation
Systems

Publicly Ac¡essible Computers

Wireless Access Restrictions

All 802.11x Wireless Protocols
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Shall Statement

4. Test AP range boundaries to determine the precise extent of the wireless
coverage and design the AP wireless coverage to limìt the coverage area to only
what is needed for operational purposes
5. Enable user authentication and
management interface of the AP.

encryption mechanisms for the

6. Ensure that all APs have strong adm¡n¡strative passwords and ensure that
all passwords are changed in accordance w¡th section 5.6.3.1.
7. Ensure the reset function on APs is used only when needed and is only
invoked by authorized personnel. Restore the APs to the latest security settings,
when the reset functions are used, to ensure the factory default settings are not
utilized.
8. Change the default service set identifier (SSID) in the APs. Disable the
broadcast SSID feature so that the client SSID must match that of the AP.
Validate that the SSID character string does not contain any agency identifiable
information (division, department, street, etc.) or services.
9. Enable all security features of the wireless product, including the
cryptographic authentlcation, firewall, and other privacy features.
1 0. Ensure that encrypt¡on key s¡zes are at least 12E-bits and the default shared
keys are replaced by unique keys.

11. Ensure that the ad hoc mode has been disabled unless the environment is
such that the risk has been assessed and is tolerable. Note: some products do
not allow disabling this feature; use with caution or use different vendor.
12. Disable all nonessential management protocols on the APs and disable
hypertext transfer protocol (HTTP) when not needed or protect HTTP access with
authentication and encryption.
13. tnable loggrng (r1 supported) ancf review the logs on a recurr¡ng basis per
local policy. At a minimum logs shall be reviewed monthly.
14. Segregate, virtually (e.9. virtual local area network (VLAN) and ACLs) or
physically (e.9. firewalls), the wireless network from the operational wired
infrastructure. Limit access between wireless networks and the wired network to
onlv operational needs.
15. When disposing of access points that will no longer be used by the agency,
clear access point confìguration to prevent disclosure of network configuration,
kevs, Dasswords. etc.
Agencres shall tollow the gu¡del¡nes below regardtng wireless implementation
and cases where the WEP and WPA security features are used to provide
wireless security in conjunction with the CJIS required minimum encryption
specifications.
1. Deploy med¡a access control (MAG) access control lists (ACL); however,
MAC ACLs do not represent a strong defense mechanism by themselves
because they are transmitted in the clear from WLAN clients to APs so they can
be captured easily.
2. Enable WEP/WPA.
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All 802.11x Wireless Protocols
(continued)
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3. Ensure the default shared are more secure u
4. Enable utilization of key-mapping keys rather than default keys so that
sesstons are unique when using WEP
Orqanizations shall. as a mrntmum, ensure that cellular devices:

Applv available critical patches and upgrades to the operating system.
2. Are configured for local device authentication
3. Use advanced authentication.
4. Encrypt all CJI resident on the device.
5. Erase cached information when session is terminated.

7. Employ antivirus software.
It such services are needed, they shall be provided through additional, higher-
layer means in addition to the Bluetooth specification and 802.'ll standards.
igencies shell:
1. Provide users with a list of precautionary measurèslFey ahõuElãkfü
better protect handheld Bluetooth devices from theft. The organization and its
employees should be responsible for its wireless technology components
because theft of those components could lead to malicious activities against the
organization's information system resource.
2. Mainta¡n a complete inventory of all Bluetooth-enabled wireless devices
and addresses (BD_ADDRs). A complete inventory of Bluetooth-enabled
wireless devices can be referenced when conducting an audit that searches for
unauthorized use of wireless technologies.
3. change the default setting of the Bluetooth device to reflect the
organization's security policy. Because default settings are generally not secure,
a careful review of those settings should be performed to ensure that they comply
with the organization's security policy
4. Set Bluetooth devices to the lowest necessary and sufficient power level so
that transmissions remain within the secure perimeter of the organization.
Setting Bluetooth devices to the lowest necessary and sufficient power level
ensures a secure range of access to authorized users. The use of Class 1

devices should be avoided due to their extended range (approximately 100
meters).

Toplc

Legacy 802.1 1 Protocols
(continued)

Cellular Risk Mitiqations

Bluetooth
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6. For v2.1 devices using Secure Simple pairing, avoid using the .Just Works"
model. The "Just works" model does not provide protection against man-in-the-
middle (MlrM) attacks. Devices that only support Just works should not be
procured if similarly qualified devices that support one of the association models
(i.e. Numejic Comparison, Out of Band, or Passkey Entry) are available.
/. Bluetooth devices should be configured by default as, and remain
undiscoverable except as needed for pairing. Bluetooth interfaces should be
configured as non-discoverable, which prevents visibility to other Bluetooth
devices except when discovery is specifically needed. Also, the default self-
identifying or discoverable names provided on Bluetooth devices should be
changed to anonymous unidentifiable names.
8. a con
needless encryption may seem (i.e. no Security Mode 1). Link encryption should
be used to secure all data transmissions during a Bluetooth connection;

transmitted data is vulnerable to
9. lt multr-hop wireless communication is being utilized, ensure that encryption
is enabled on every link in the communication chain. Every link should be
secured because one unsecured link results in compromising the entire
communication chain.
10. Ensure device mutual authentication is performed for all accesses. Mutuai
authentication is required to provide verification that all devices on the network
are legitimate.

11. Enable encryption for all broadcast transmission (Encryption Mode 3).
Broadcast transmissions secured by link encryption provide a layer of security
that protects these transmissions from user interception for malicious purposes.
12. Configure encryption key sizes to the maximum allowable. Using maximum
allowable key sizes provides protection from brute force attacks.

13. Establish a "minimum key size" for any negotiation process. Establishing
minimum key sizes ensures that all keys are long enough to be resistant to brute
force attacks. See Section 5.10.1.1 .2 for minimum kev encryption standards.
14. Use Secur¡ty Mode 3 in order to provide link-level security prior to link
establishment.
15. Users do not accept transmissions of any kind from unknown or susprcrous
devices. These types of transmissions include messages, files, and images.
With the increase in the number of Bluetooth enabled devices, it is important that
users only establish connections with other trusted devices and only accept
content from these trusted devices.
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Bluetooth (continued)
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ensure

the Userid.3. Not be the same es
?. Not be a diclionary word or proper name.

shal¡:

t Expire ûthin a maximum of g0 calendar days.

agency shall identify information system users and processes
of users and authenticate the identities of those users or processes as a

Shall Statemsnt

acting on

uisite to al access to information or servrces.

Process,toperson
identified

access CJI or networks for CJI transit.
persons

the
req

user
eto actions on the

users

ldentific€rt¡on data shall be kept current by adding new users and disabling
and/or deletinq former users.
An FBt author¡zed originating agency identifier (ORl) shall be used in eaä
transaction on CJIS systems in orderto identify the sending agency and to
ensure the proper level of access for each transaction.
Ihe origrnal ¡clent¡f¡er between the requesting agency and
CSA/SlB/Channeler shall be the ORl, and other agency identifiers, such as user
identification or personal identifier, an access device mnemonic, or the lnternet
Protocol (lP) address.

the

the agency requesting the transect¡on, the CSA/SlB/Channeler shail ensure
the ORI for each transaction can be traced, via audit trail, to the specific

agency samemay

which is the transaction.

to conduct an
accessuse

transaction.
a

another
Each ind¡vidual's identity shall be authenticated at either the local-géñcyleSÃ,
SIB or Channeler level.
The authentication strategy shall be part of the agency's audit for policy
compliance.
The FBI CJIS Div¡sion shall identify and authenticate all individuals who
esteblish direct web-based interactive sessions wtth FBI CJIS Services.
TheFBlcJ1SDivisionshallauthenticatetheoRlo@ns
between the FBI CJIS Division and its customer agencies but will not further
authenticate the user nor capture the unique identifier for the originating operator
because this function is performed at the local agency, CSA, SIB or Channeler
level.
Agenc¡es shall follow the secure pessword attributes, below to
individual's unique lD.

an

a (8) characters onum lenoth of eioht

Policy Area 6: ldentification and
Authentication

Topic

ldentification Policy and
Procedures

Use of Originating Agency
ldentifiers in Transactions and

lnformation Exchanoes

Authentication Policy and
Procedures

Standard Authentication
lPasswordl
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5. Not be identical to the previous ten (10) passwords.
6. Not be transmitted in the clear outside the secure location

7. Not be displayed when entered.
EXCEPTION: AA shall be required when the requested service has built AA into
its processes and requires a user to provide AA before qrantinq access.

The agency shall establish identifier and authenticator manaqement processes.
The agency shall document and manage user identifiers by:
1. Un¡quely ¡dentify¡ng each user
2. Verifying the identity of each user
3. Rece¡v¡ng authorization to issue a user identifier from an appropriate
agency official.
4. lssuing the user identifier to the intended party
5. Disabling the user identifier after a specified period of inactivity
6. Archivinq user identifiers.
ln order to manage information system authenticators, aqencies shall:
1. Define initial authenticator content.

2. Establish administrative procedures for initial authenticator distribution, for
lost/compromised. or damaqed authenticators. and for revokinq authenticators.
3. Change default authenticators upon ¡nformation system installat¡on.
4. Chanqe/refresh authenticators periodically
Users shall take reasonable measures to safeguard authenticators including
maintaining possession of their individual authenticators, not loaning or sharing
authenticators with others, and immediately reporting lost or compromised
authenticators.
Assertron mechanrsms usecf to communrcete the results ot a remote
authentication to other oarties shall be:
1. Diqitally siqned bv a trusted entitv (e.q.. the identitv provider).
2. Obtarnecl drrectly from a trusted entity (e.9. trusted broker) usrng a protocol
where the trusted entity authenticates to the relying party us¡ng a secure protocol
(e.9. transport layer securig [TLS]) that cryptographically authenticates the
verifier and protects the assertion.

Assertions qenerated bv a verifier shall expire after 12 hours and

-..and shall not be accepted thereafter by the relyinq party

Toplc

Standard Authentication
(Password) (continued)

ldentifier and Authenticator
Manaqement

ldentifier Manaoement

Authenticator Manaoement

Assertions
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agency or system to
essential and

use
and/or services.

The agency shall ensure that a complete topolog@
interconnectivity of the agency network, to criminaljustice information, systems
and services is maintained in a current status.

1. All communications paths, circuits, and other components used for the
interconnection, beginning with the agency-owned system(s) and traversing
through alljnterconnected systems to the agency end-point.

2. The logical location of all components (e.g., firewalls, routers, switches,
hubs, servers, encryption devices, and computer workstations). lndividual
workstations (clients) do not have to be shown; the number of clients is sufficient.

rmarkings.
4. The agency name and date (day, month, and year) drawing wãscreãGd or
uodated.
Agencies shatl protect the system documentation from unauthorized access
consistent with the provisions described in section 5.5 Access Control.

3. "For Official Use Only" (FOUO

Topic

Least Functionality

Least Functíonalig

Network Diagram

Security of Configuration
Documentation

Ver 5.1 Location
andlor New

Requircment/Date
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a
to ensure that access to electronic and physical media in all forms is restricted to
authorized individuals.

s
media.
Ihe agency shall securely store electron¡c and physical media withinlhysically
secure locations or controlled areas.
The agency shall restrict access to electronic an@
individuals.

are then
section 5.10.1.2.

agency s
nsport outside of controlled areas and restrict the activities associated

of such media to authorized
Uontrols shall be ¡n place to protect electronic media containing CJI while in
transport (physically moved from one location to another) to help prevent
qompromise of the data.
Encryption, as defined in section 5.10.'1.2 of policy, is the optimal control
during transport; however, if encryption of the data isn't possible then each
agency shall institute other controls to ensure the security of the data.
Physrcal meclia shall be protected at the same level as the information would
protected in electronic form.
I he agency shall san¡t¡ze, that is, overwrite at least three times or degauss
electronic media prior to disposal or release for reuse by unauthorized
individuals.

media shall
agency shall maintain written documentation of the steps to sanitize

Agencies shall ensure the sanitization or destruction is witnessed or carried out
by authorized personnel.
Physical media shall be securely disposed of when no longer required, using
formal procedures.
Formal proceclures for the secure d¡sposal or destruction of physical media shall
minimize the risk of sensitive information compromise by unauthorized
individuals.
Physical destroved by shredding or ¡ncineration.

Topic

Policy Area 8: Media Protection

Media Storage and Access

Media Transport

Electronic Media in Transit

Physical Media in Transit

Electronic Media Sanitization and
Disposal

I

Disposal of Physical Media
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ures
to ensure CJI and information system hardware, software,

are th access control measures.
purpose

polícy, a police vehicle shall be considered a physically secure
location until 3oth 2013

secure
from non-secure locations controls.

e manner
to the CSA or SlB.

agency e person
access to the physically secure location (except for those areas within the

as or

...or shall issue to authorized
agency shall all physical access points those areas

...and shall verify individual access authorizations before granting access.

The agency shall control physical access to information system distribution and
transmission lines within the pjrysically secure location.
The agency shall control physical acces@
display CJI and...

a way as
unauthorized individuals from and cJl.

agency p access to
and to incidents.

agency eccess
authorizing escorted access to the phys¡cally secure location (except for those

reas es

The agency shall escort visitors at all times and monitor visitor activity.
I he agency shall maintain visitor access records to the physicãlly secure
location (except for those areas officially designated as publicly accessible) thal
includes:

2. Sionature the vicitnr NOTE: FROT POLIGY
3. Form of identification.
4. Date of eccess.

Time of entrv and departure.

7. Name and agency of person visited.

The visitor access records shall be maintained for a minimum of one year.

Toplc

Policy Area 9: Physical Protection

Physically Secure Location

Security Perimeter

Physical Access Authorizations

Physical Access Authorizations

Physical Access Control

Access Control for Transmission
Medium

Access Display

Access Control for Display
Medium

Monitoring Physical Access

Visitor Control

Access Records

Ver 5.1 Location
andfor New

RequiremênUData

5.9

5.9.'l

s.9.'t.1

5.9.1.2

5.9.1.2

5.9.1.3

5.9.1.4

5.9.1.5

5.9.'t.6

5.9.1.7

5.9.1.8

5.9.1.8

Ver 5.0 Location
andlor New

RequiremenUDate

New (2011)
5.9

New (201 1)
5.9.1

5.9.1.1

5.9.1.1

New (2013)
5.9.1.2

New (2013)
5.9.1.2

5.9.1.3

New (2011)
5.9.1.3

5.9.1.4

5.9.1.5

5.9.1.5

5.9.1.6

New (2011)
5.9.'t.7

New (2011)
5.9.1.7

New (2012)
5.9.1.8

New (2012)
5.9.1.8

Ver ¡1.5 Location

m

Section 7.2.2

Section 7.2.2

Section 4.4.1

Section 4.4.1

Section 4.4.1

Section 4.4.1

Section 4.4.'l

Section 4.4.1

Section 4.4.3

æ
373

374

375

376

377

378

379

380

381

382

383

384

385

386

387

388

389

392
393

394



Shall Statement

Des¡gnated officials within the agency shall frequently review the visitor access
records for accuracy and completeness

agency an n
and exiti the secure location.
tt an agency cannot meet all of the controls required for establishing a phtaiõãlly
secure location, but has an operational need to access or store CJl, the agency
shall designate an area, a room, or a storage container, as a "controlled area" for
the purpose of day{o-day CJI access or storaqe.
The agency shall, at a minimum:
1. Limit access to the controlled area during CJI processing timés tõìñly
those personnel authorized by the agency to access orview CJl.
2. Lock the area, room, or storage container when unattended.
3. Position information system devices and documents containing CJI in such
a way as to prevent unauthorized individuals from access and view.

Toplc

Access Records (continued)
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interconnected

shall:
1 access to

commu
information and at internal boundaries within the

nsure any to
information systems occur through controlled interfaces (e.g. proxies,

firewalls, encrypted tunnels). See Section 5.10.4.4 for guidance
firewalls.

identification of unauthorized use.
operational failure protect¡on mech

not result in any unauthorized release of information outside of the information
the device closed" vs. "fail

servers) to separate sub networks with separale, network interfaces.
Publicly accessible information systems residing on a virtual host shall follow the

tn 5.10.3.2 to achieve
a of 128 bit.

the data shall be immediately protected via cryptographic mechan

secure focation, the data shall be protected via cryptograph

certified meet FIPS 140-2 standards.
egency

develop and implement a certificate policy and certification practice statement for
issuance of certificates used in the information

Registration to receive a public key
e ora

a secure process at
holder,

q Ensure the certificate is issued to the intended partv
The agency shall implement network-basffi
detection tools.

shall. in addition:
1. Monitor inbound and outbound communications for unusual oi uñãúthorized-
activitíes.

Topic

lnformation Flow Enforcement

Boundary Protection

Encryption

lntrustion Detection Tools and
Techniques
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2. Send individual intrusion detection logs@re
correlation and analysis will be accomplished as a system wide intrusion
detection effort.
3. Employ automated tools to support near-real-time anàly-E-f-eveñE-ìñ
support o! detecting system-level attacks.
ln addition to the security controls described in this document, the following
additional controls shall be implemented when an agency deploys VolP within a
netwok that contains unencrvoted CJI:
1. Establish
technoloqies.

usage restrictions and implementation guidance for VolP

2. Document, monitor and control the use of VolP within the aqencv
3. Utilize Mrtual Local Area Network (Vl¡N) technology to segment VolP traffic
from data traffic.
The application, service, or information system shall separate user functionality
(including user interface serv¡ces) from information system management
functionality.
The application, serv¡ce, or ¡nformetion system shall physically or logically
separate user interface servicæs (e.9. public Web pages) from information
storage and management serv¡ces (e.q. database manaqement).
ln addition to the security controls described in this policy, the following additionai
controls shall be implemented in a virtual environment:
1. lsolate the host from the virtual machine. In other words, virtual machine users
cannot access host files, firmware, etc.
2. Maintain audit logs for all virtual machines and hosts and store the logs
outside the hosts' virtual environment.
3. Vrnual Machrnes that are lnternet fec¡ng (web servers, portal servers, etc.)
shall be physically separate from Virtual Machines that process CJI internally.
4. Dev¡ce drivers that are "cr¡tical" shall be contained within a seDarate quest.
ïhe agency shall identify applications, services, and information systems
containing software or components affected by recently announced software
flaws and potential vulnerabilities resultinq from those flaws.

The agency (or the softwarc developer/vendor in the case of sofhmre developed
and maintained by a vendor/contractor) shall develop and implement a local
policy that ensures prompt installation of newly released security relevant
patches, serv¡ce packs and hot fixes. NOTE: Because ll¡ewalls werc
specifically called out in 4.5, audit will continue against firewalls.

The agency (or the software developer/vendor in the case of software developed
and maintained by a vendor/contractor) shall develop and implement a local
policy that ensures prompt installation of newly released security relevant
patches, service packs and hot fxes. NOTE: This ¡equ¡rement calls out ¡ll
network and computing devices including fircwalls. Once informational
auditing is completed, the firewall specific roquirement will be rcmoved.

Topic

lntrustion Detection Tools and
Techniques (continued)
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Virtualization
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1. Receive information system security alerts/advisories on a regular basis.

3. F¡lter lncom¡ng traff¡c by lP address or Drotocol
4. F¡lter lncom¡ng traffic by destinat¡on ports.

5. Maintain an lP traffìc loq.

4. Take appropriate actions ¡n response

1. Manage program access to the lnternet.

Shall Statement

Patch requirements discovered during securlty assessments, continuous
monitoring or incident response activities shall also be addressed expeditiouslv.
The agency shell ¡mplement malicious code protection that includes automatic
updates for a[ systems with lnternet access.
Agencies with systems not connected to the lnternet shall implement local
procedures to ensure malicious code protection is kept current (i.e. most recenl
update available).
The agency shall employ v¡rus protection mechanisms to detect and eradicate
malicious code (e.9., viruses, worms, Trojan horses) at critical points throughout
the network and on all workstations, seryers and mobile computing devices on
the network.
The agency shall ensure malic¡ous code protection is enabled on all of the
aforementioned critical points and information systems and resident scanning is
emploved.

The agency shall implement spam and spvware protection
The aqency shall:
1. Employ spam protect¡on mechanisms at critical information system entry
points (e.9. firewalls, electronic mail servers, remote-access servers).
2. Employ spyware protection at workstations, servers or mobile computing
devices on the network.
3. Use the spam and spyware protect¡on mechan¡sms to detect and take
appropriate action on unsolicited messages and spylvare/adware, respectively,
transported by electronic mail, elechonic mail attachments, lnternet accesses,
removable media (e.9. diskettes or compact disks) or other removable media as
defined in this policy document.
A personal firewall shal! be employed on all devices that are mobile by design
(i.e. laptops, handhelds, personal diqital assistants, etc.).
At a m¡n¡mum. the personal f¡rewall shall Derform the follow¡na act¡v¡t¡es:

2. Block unsolicited requests to connect to the PC.

Ìhe agency shall:

2. lssue alerts/advisories to aoorooriate personnel.
3. Document the types of act¡ons to be taken in response to secur¡ty
alerts/advisories.

5. Employ automated mechanisms to make security alert and advisory
information available throuqhout the aqency as appropr¡ate.
The agency shall restrict the information input to any connection to FBI CJIS
services to authorized personnel onlv.

Topic

Patch Management (continued)

Malicious Code Protection

Spam and Spyware Protection

Personal Firewall

Securitv Alerts and Advisories

lnformation lnput Restrictions

Ver 5.{ Locatlon
andlor New

Requirement/Date

5.10.4_l

5.10.4.2

5.'1 0.4.3

5.10.4.4

5.10.4.5

5.1 0.4.6

Ver 5,0 Location
andlor New

Requirement/Date

New (2012)
5.10.4.1

New (2012)
5.10.4.2

New (2012)
5.10.4.2

5.10.4.2

New (201 1)
5.10.4.2

New (2012)
5'10 4 3

New (2012)
5.10.4.3

5.10.4.4

5.10.4.4

New (2012)
5.10.4.5

5.10.4.6

Ver 4.5 Location

Section 7.15

Section 7.13.3

Section 7.13.3íb)
Section 7.13.3(b)
Section 7.13.3íb)
Section 7.13.3(b\
Section 7.13.31b)
Section 7.13.3íb)

Section 7.6

433

434

435

436

437

438

439

440

441

442

443
444
445
446
447

449

450

451

452

453

Æt



Shall Statement

e to
verify compliance with applicable statutes, regulations and policies.
This audit shall include a sample of CJAs and, in coordìñãtiõñ wilñ tñeEIBl è
NCJAS.
lhe FBI cJlS D¡v¡s¡on shall also have the authority to conduct unannounced
security inspections and scheduled audits of Contractor facilities.

This a shall include a sample of CJAs and NCJAs.
Each CSA shall:
1. At a minimum, triennially audit all CJAs and NCJAs which have direct access
to the state system in order to ensure compliance with applicable statutes,
regulations and policies.
2. ln coordinet¡on with the SlB, establish a process to periodically audit all
NCJAS, with access to CJl, ¡n order to ensure compliance with applicable
statutes, regulations and policies.
3. Have the authority to conduct unannounced securig inspections and
scheduled audits of Contractor facilities.

access an an
and audit of violations.

The inspect¡on team shall be appointed by the APB and shall include at least
one representative of the CJIS Division.

Topic

Triennial Compliance Audits by
the FBI CJIS Division

Triennial Security Audits by the
FBI CJIS Division
Audits bv the CSA

Special Security lnquiries and
Audits

Ver 5.1 Location
andlor New

RequiremenUDate

5.11.1.1

5.11.1.2

5.11.2

5.11.3

Ver 5.0 Location
andlor New

RequiremenUDate

5.1 1 .'t .1

5.11.'t.1

New (2013)
s.',t1.1.1

New (2013)
5.11.1.2

5.11.2

New (2013)
5.11.2

5.1 1.3

5.11.3

5.11.3

Ver ¡f,5 Location

Section 9.2

Section 9.2

Section 9.1

Section 9.1

Section 9.4

Section 9.4

Section 9.4

!!FFq.4't'

454

455

456

457

458

459

460

461

462

463



Shall Statement

l. To verify identification, a state of residency and national fingerprint-based
record checks shall be conducted within 30 days of assignment for all personnel
who have direct access to CJI and those who have direct responsibility to
configure and maintain computer systems and networks with direct access to CJl.
However, if the person resides in a different state than that of the assigned
agency, the agency shall conduct state (of the agency) and national fingerprint-
based record chec*s and execute a NLETS CHRI IQ/FQ/AQ query using
DufDose code C. E. or J deoendino on the circumstances.
When appropriate, the screening shall be consistent with (i) 5 CFR 731 .1 06;
and/or (ii) Office of Personnel Management policy, regulations, and guidance;
and/or (iii) agency policy, regulations, and guidance.
2. All requests for access shall be made as specified by the CSO.
All CSO des¡gnees shall be from an authorized criminal iustice
3. lf a felony conviction of any kind exists, the hiring authority in the lnterface
Agency shall deny access to CJl.
4. ll a recoñ of any other kind ex¡sts, access to CJI shall not be granted until
the CSO or his/her designee reviews the matter to determine if access is
appropriate.
5. 11 the person appears to be a fugit¡ve or has an arrest history without
conviction, the CSO or his/her designee shall review the matter to determine if
access to CJI is appropriate.

lf the person is employed by a noncriminal justice agency, the CSO or his/her
and, if applicable, the appropriate board maintaining management

shall review the matter to determine if CJI access is
/. lf the person already has access to CJI and is subsequently anested end or
convicted, continued access to CJI shall be determined bv the CSO.
ö. 11 tne L;su or nrs/her destgnee determtnes that access to cJl by the person
would not be in the public interest, access shall be denied and the person's
appointinq authoritv shall be notified in w¡itinq of the access denial.

or acoess
not be in the public ¡nterest, access shall be denied and the

shall be notified in of the
L support personnel, contractors, ancl custoclial workers with access to
physically secure locations or controlled areas (during CJI processing) shall be
subject to a state and national fingerprint-based record check unless these
individuals are escorted by authorized personnel at all times.

to parag
shall

Topio

Minimum Screening Requirements
for lndividuals Requiring Access

to CJI

Personnel Screening for
Contractors and Vendors

Ver 5.1 Location
andlor New

RequiremenUDate

5.12.1.',|

New (2013)
5.12.1.1

5.12.1.'l

5.12.1.1

5.12.1.2

5.12.1.2

Ver 5.0 Location
andlor New

RequiremenUDate

5.12.1.1

New (2012)
5.12.',t.1

5.12.1.1
5.12.1.1

5.12.1.1

5.12.'t.1

5.12.1.1

5.12.1.1

New (2011)
5.12.1.1

5.12.1.1

5.12.1.',|

5.12.1.1

5.12.1.2

5.12.1.2

Ver ¡t.5 Location

Section 4.5.1(a)

Section 4.5.11aì
Section 4.5.1(a)

Section 4.5.1(b)

Section 4.5.1(c)

Section 4.5.1(d)

Section 4.5.1(e)

Section 4.5.1(g)

Section 4.5.1(g)

Section 4.5.1(h)

Security Addendum
6.00

Security Addendum
6.03

464

465

466

467
468

469

470

471

472

473

474

475

476

477

478



Shall Statement

However, person res¡des a state than that
agency, the agency shall conduct state (of the agency) and national fingerprint-
based record checks and execute a NLETS CHRI le/Fe/Ae query using

2. lf a record of kind is the CGA shall be and
access

record information.

The CGA shall in turn the Officer
3. When ident¡fication of the applicant with a criminãl hGtofi-ïas been
established by fingerprint comparison, the CGA or the CJA (if the CGA does not
have the authoriV to view CHRI) shalt review the metter.
4. A contractor employee found to have a criminal recõrd-oñsisting-õî felony
conviction(s) shall be disqualified.

on
for such

The s maintain a list of have been authorized

upon request, provide a current copy of the access list to

t he agency shall review CJI access authorizations when persortneFare
reassigned or transferred to other positions within the agency and initiate
appropriate actions such as closing and establishing accounts and changing
gy{em access authorizat¡ons.

Topic

Personnel Screening for
Contractors and Vendors

(continued)

Personnel Transfer

Personnel Sanctions

Ver 5.1 Location
and/or New

RequiremenüDate

New (2013)
5.12.1.2

5.12.1.2

5.12.1.2

5.12.3

5.'t2.4

Ver 5.0 Location
and/or New

Requirement/Date

5.12.1.2

5.12.1.2

5.12.1.2

5.12.1.2

New (2012)
5.12.1.2

New (2012)
5.12.1.2

New (2012)
5.12.',!.2

New (2012)
5.12.1.2

New (2012)
5.12.3

5.12.4

Ver,f.5 Location

Security Addendum
6.03tb)

Security Addendum
6.03(b)

Secu rity
6.

Addendum
03(b)

Security Addendum
6.03(c)

Section 4.2

479

480

481

482

483

4U

485

486

487

488

489



Aroostook Technologies, Inc.
Q07)764-1463 Fax
4 Airport Dr.
Presque Isle, ME 04769 Proposal

This proposal is vøIidfor 60 days. Each manufacturer olproducls sold by Aroostook TechnologÍes Inc. (ATI) provides wqrrontÍes
for il's producls and sels procedureslor processing their wørranty claìms, Defective products may require returning lhem to the
mønufacturerlor repøir or repløcement ATI war¡ants it's inslallalìons to befreefrom defeclsfor 90 days, Any shþping, travel,
mileøge ot olher cosls incurred by ATI in the handling of føctory warrønlied producß wíll be billed lo the product owner unless
the manufaclurer has awarrønly reinthursement progrum- ATI shall not be responsiblefor any íncidental or consequenlial
damøges susløìned by lhe purchaser by burglary, lhefi,tire, misuse, personøI injury or any other cøuse lhal may arlse due lo a
defecl ìn the system or producl.

a

Caribou Police Dept.
25 High St.

Caribou, Maine 04736

Caribou Police Dept.
25 High St.

Caribou, Maine 04736

2/9/201s Net l5KGD 30422

I Installation Labor Installation / Removal Labor

Chief Gahagan,
This is only a Budgetary proposal for moving the
Police department radio equipment to the Fire
department. We would recommend that a tower be
installed on the building, this is because ofthe
multiple radios and antennas.
We would need to do a walk through of both

departments with you and Chief Susi to get a full
scope ofthe project to be able give you a accurate
proposal ofwhat is needed to do this project. Ifyou
have any questions on this budgetary proposal,
please feel free to call us.
Thank you,
Kenny Dufour

15,000.00 15,000.00

Subtotal $15,000.00

Sales Tax (0.0%) $0.00

Customer Signature: Date:

Salesman Signature: Date: Total $15,000.00

Rep. Proposal Date Job Type Terms Job Name Proposal No.

Qtv Part No, Description Price Total
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Contributing Agency
Estimated Crirne
Population Rate
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A Countv Jønuørv-December 2013

Androscoggin SO

Auburn
Lewiston
Livermore Falls
Lisbon
Mechanic Falls
Sabattus
Androscoggin SP

48.37 -36.76 -28.47 -11.77 -12.61 -17.00 - I

22,948
36,422

3,16 1

8,923
3,013
5,060

3

6

t9

84

197

313

t5
14

ll
JJ

36

137

8s8
848

71

80

t9
44
65

28.6
45.6
21.9
23.3
44.8

55.3
51.2
29.7

4

l0
20

I

2

20
62

2

3

5

3

3

8-
172
56 2l

a

4-
ll

83

238
1,1 l0
1,339

90
105

38

86

ll81

J

I
J

1

AndroscogginCountyTotals 107,469 29.07 I 36 36 100 703 2,122 gg 27 3,124 33.1

Total Urban Areas
Total Rural Areas

79,527
27,942

34.81
12.74

31

5I
95

5

32

4
583 1,920
120 202

83 24 2,768
16 3 356

33.7
28.9

Aroostook Countv Januørv-December 2013

Contributing Agency
Estimated Crime
Population Rate
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f,
ctl
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cÉú
Aroostook SO

Caribou
Fort Fairfield
Fort Kent
Houlton
Madawaska
Presque Isle
Van Buren
Ashland
Limestone
Washbum
Aroostook SP

8,012
3,412
4,055
6,046
3,957
9,483
2,125
1,277

2,269
1,651

14.73 -15.24 -3.4s -24.64 
-9.60 -18.35 -7.06 -9.40 -9.70 -22.4t -4

I 5

4

2

4

I
8

z3
26

8

27
J

9

6

7

5

8

25

44
80

38
11

115

32
150

7

4

9

27
136

5

6

2

I
I
I
2

2

I

2

I
7

72

118

52

14

149
38

174
15

l2
22

37

284

16.7
72.0
90.4
71.4
56.4
52.6

60.3
73.3
2s.0
22.7
16.2

40.1

I

2

1

4

J

1

8

3

41

Aroostook county Totals 70,s0i 14.00 4 i 2 36 247 6s3 31 7 987 s0.9

Total Urban Areas
Total Rural Areas

42,287
28,220

14.92 -12.62 4
7 2 28

8
99

t48
473
180

r9
l2

3

4

631

356
s9.6
35.4

gR
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Cumberlønd Countv Januørv-December 2013

Cumberland SO

Brunswick
Cape Elizabeth
Falmouth
Gorham
Portland
South Portland
Scarborough
Vy'estbrook

Bridgton
Cumberland
Freepoft
Yarníouth
\ù/indham

University of Southem Maine
Cumberland MDEA
Cumberland SP

20,354
9,104

11,468
76,764
66,256
25,126
79,252
17,647
5,308
7,353
8,094
8,460

17,363

266
90
26
l9
36

383

113

66

78

6

l1
25

t9
53

7

439
409

70

106

121

2,160
722

343
485

25

7

129

52

248
35

I
24

773

s32
100

135

18t
2,795

923
438
622

40
20

161

79
324

42

1

47

29.0
33.7
30.0
62.2
34.3

23.0
32.2
32.9
43.1

55.0
30.0
37.3
25.3

34.6
4.8

100.0

31.9

34
84

ll
21
21 8s

513
72

l1 6

ll

325
10

22
32
IJ

696
26

1l
20 I

a

l-
4-
11

,::

24
l1

2

1l
70
44

9

20

5

1

2

J

7

26.14 -10.98 -11.77 I
10.80 -42.18 1

36.73 -22.75 -35.2s I
7.54 -2.72 -19.89 I
9.34 -18.66 -

21
,,

I 314 5

Cr.b""trtd C"""ty T

Total urban Areas 232,s49 27.49 4 sg 116 l8s 932 4,913 168 l7 6,393 30.2
Total Rural Areas 51,883 15.80 I 3 4 27 2g0 463 37 5 820 2g.l

a)I
F
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OÊ(
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Crimes
6tr

rD

Fr

¿

(Ë

Þ0

É

E
h Þ Ë-Ë..R¡CE:Ë.8Í¡Ía qt o ë0íó¿ ú ú <<

o
Ë

rlContributing Agency
Estimated Crime
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Frønklin County Janusrv-December 2013

Franklin SO

Farmington
Jay

Wilton
Rangeley
University of ME Farmington
Carrabassett Valley
Franklin SP

7,657
4,827
4,066

28.99 -24.24 -12.05 -24.66 -
67.95 -

1

4

J

J

I
I

527
I - 11

lll
-1 5

6

176

780

22

23

30

t6
10

2

4

32

47

184

80

28

t7
15

49

37

87

222

117

49
29
17

53

77

20.7
32.4
18.0

34.7
10.3

11.8

3.8
37.72

Franklin County Totals 30,568 2t.30 - 6 3 31 139 457 t4 I 651 25.2

Total Urban Areas
Total Rural Areas

18,506
12,062

26.32 -13.60 -
81 487 24.0

t64 28.7

85
54

18

13

I
2

I
5

373
84 6

9S
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Contributing Agency
Estimated Crime
Population Rate
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Høncock Jønuarv-December 2013

189

81

279

86

32
50
16

13

6

204

35.4
28.4
52.7
3t.4

6.3

30.0
93.8

7.7
33.3
27.9

13491297_
211959
13572098_

825485_
527

13 37
1213

571_
114-
8841038_

Hancock SO

Bar Harbor
Ellsworth
Bucksport
Mount Desert Island
Southwest Harbor
Gouldsboro
Swan's Island
Winter Harbor
Hancock SP

5,275
7,853
4,937
2,059
1,765

t,733
331

514

15.36 -35.53 I
17.42 -15.54 -28.33 -9.23 -39.27 -11.67 - I

Hancock County Totals 54,562 11-.S2 2 4 2s 260 636 29 956 37.2

Total Urban Areas
Total Rural Areas

24,467
30,095

23.01 1 -13.06 1 -
t4
11

t4
15

127
133

3

1

404
232

563 41.2

393 31.6
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Kennebec Januørv-December 2013

Kennebec SO

Augusta
Gardiner
Hallowell
Waterville
Oakland
Monmouth
Winslow
Winthrop
Clinton
Kennebec SP

66.96 I
30.36 -27.10 -53.34 -16.79 -13.64 -20.90 -22.31 -12.26 - I

1 8,893
5,737
2,362

15,897
6,253
4,105
7,704
6,051
3,425

109

206
23

l0
105

24
t6
JJ

36
11

98

319
1,26s

174
64

848

105

56

161

135

42

325

25.4
4s.3

28.2
15.6

38.2
24.8
25.0
24.2
3s.6
31.0
42.2

169 17 I
961 31 5

1401-
482-

684 ls 1

726-
345-

1125-
942-
)\)_

200 12 2

ll 3 9

20 16 25

I
1-3

15 13 15

3-
I

623
l2

)_J
2t9

K""""b.. C"""ty T.

Total urban Areas 70,421 40.41 I 50 32 5g 464 2,170 69 6 2,g50 3g.5
Total Rural Areas 51,214 12.57 1 13 4 18 207 369 29 3 644 33.9

100



Cornry Cnrw Ax¡,r-ysls

Knox Januøry-December 2013

Contributing Agency
Estimated Crime
Population Rate
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Knox SO

Camden
Rockland
Thomaston
Rockport
Knox SP

4,848
7,205
2,776
3,314

t7.12 -34.s6 -22.33 -6.64 - I

2 t0
1

7

53

t4
3l

7

4

200
66

203
55

t7
3

l5
l-
7-

1-

281
83

249

62

22

5

24.6
31.3

37.8
29.0

54.s

80.0

Knox County Totals 39,615 t7.72 I 4 2 t8 109 544 24 702 31.8

Total Urban Areas
Total Rural Areas

18,143
21,472

22.93 -13.32 1

2

2
I 56

53

341
203

9
15

416 36.1

286 25.s
,,

10

Lincoln Countv Jqnuarv-December 2013

Contributing Agency
Estimated Crime
Population Rate
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Lincoln SO

Boothbay Harbor
Damariscotta
Waldoboro
'Wiscasset

Lincoln SP

l7 I

I
I

7

I
1

I
5

I

89

9

1

t9
15

I

17t
50

32

5l
37

t2
1l

I
I

l

297

62

36

75

61

t

2s.6
72.6
22.2
29.3

26.2
66.7

2,135
2,204
5,016
3,673

29.04 -16.33 -14.95 -16.61 -

I
2

2

I

Lincoln County Totals 34,079 1s.67 - 23 3 16 134 341 14 3 s34 31.6

Total Urban Areas
Total Rural Areas

13,028
2l,o5l

17.96 - 5
14.25 - 18

2

I
8

8

44
90

110
t7t

23 234 38.9
300 26.0t2

Oxford Countv Junuørv-December 2013

Contributing Agency
Estimated Crime
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Oxford SO

Rumford
Dixfield
Mexico
Norway
Paris

Fryeburg
Oxford
Oxford SP

1l I
2

I

I

4

2

I
I
2

2

J

3

8

118

48

15

5l
27

23

9

21

66

232
168

50

75

109

9s

32

193

100

5

-t

371
226

67

132
147

124
47

222
18s

3 1.8

26.5
s6.7
20.5

50.3

29.8
s3.2

40.1

34.1

5,738
2,504
2,633
4,970
5,740
3,407
4,075

39.39 -26.76 -50.13 -29.58 -24.12 -13.80 -54.48 -

2 I
1

2

7

J

2

4

II
1

2
4
8

Oxford County Totals 57,327 26.53 - 26 5 26 378 1,054 29 3 1,52t 34.9

Total Urban Areas
Total Rural Areas

28,467
28,860

3

2
122
332

3 965
550

36.3
32.6

33.90 - 13

19.27 - 13

t4
12

194
184

16

13

101
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Total
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Penobscot Countv J øn uar.y-D ec emb er 2 0 I 3

Penobscot SO

Bangor
Brewer
Dexter
Lincoln
Old Town
Orono
Hampden
Millinocket
East Millinocket
Newport
Yeazie
University of ME Orono
Holden
Penobscot MDEA
Penobscot SP

32,744
9,376
3,8s6
5,094
7,736

10,6ó3
7,275
4,430
3,027
3,250
r,895

58.58 3

32.53 -27.49 -39.85 -21.07 1

17.72 -16.91 -18.06 -18.83 -30.46 -33.77 -

600
1,918

305

106

203
163

189

123

80

57

99
64

189

83

1

318

26.3
30.2
40.0
24.5
30.5
18.4

25.4
r6.3
22.5
19.3

47.5
37.5

6.9
9.6

100.0

32.4

1

l0
2

22
5

J

I

7

I
2
I

6

35

2

2

I
2

I
I
1

2

I

176
243

44

20

54

22

JJ

l8
24

8

t2
I

lt
32

396
1,564

251
77

142
127

152
97

52

49

85

55

163

50

I
178

17

37
J

4

5

3

I
4
I

2

4

ll

2

3,094 26.83

a

I
2

ll26210107
Penobscot County Totals 153,530 29.30 6 23 56 55 812 3,439 19 4,498 28.2

Total Urban Areas
Total Rural Areas

92,440
61,090

38.73 4 t6
15.03 2 7

43
12

48
8 574

529
283

2,865 60 ls
284

3,580 28.2
918 28.4

oI

E(t
6)

O

6,)

.C

ú

Total
Index

Crimes

oø

(Ð

F
Þ¿

>.
(¡)
C)L
6rl¡

Þ
çl
Þ0

Ð

E

Ës åå¡Contributing Agency
Estimated Crime
Population Rate

Piscøtøquis Countv Jan uar.y-D ecemb er 2 0 t 3

Piscataquis SO

Dover-Foxcroft
Milo
Brownville
Greenville
Piscataquis SP

4,170
2,295
1,225

7,624

34.55 -43.57 -19.59 -28.33 -

4t
22

21

10

l0
J

62

103

58

ll
3l

I

124
142
100

24
46

4

25.0
16.2

34.0
25.0
37.0

0.0

17

62
J-
a

t3
18

18
1

Piscataquis County Totals l7,l9l 25.59 - 3 33 t07 266 28 3 440 2s.2

Total Urban Areas
Total Rural Areas

9,254
7,937

33.72 -16.13 -
63

44
11

l7
312 25.6
128 24.2

203
63

30
3

2
I

3
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Sqsadøhoc Countv Jønuørv-December 2013

Sagadahoc SO

Bath
Topsham
Richmond
Phippsburg
Sagadahoc SP

9

2

t0
I

29.4
35.0
19.5

23.8
0.0

25.0

170
303

159

21

t2
4

1

5

1

I

4-444108
21526262
11227 1.t7

5 15

39
111

36.14 -18.22 -6.20 -5.38 -

8,384

8,728

3,388
2,230

Sagadahoc County Totals 35,145 19.04 - 7 2 12 106 512 23 7 669 28.8

Total Urban Areas
Total Rural Areas

21.78 -14.02 -
3
4

22,730
12,415

.,
6

I
6l
45

7

5
403
109

13

10
495 28.7
t74 29.3

Somerset Countv Januarv-December 2013

Contributing Agency
Estimated Crime
Population Rate
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Somerset SO

Fairfield
Skowhegan
Madison
Pittsfield
Somerset SP

9
2
9
2

1

2

I

10

4

7

2

4

I 27

49

86

21

3

32

242
192
389

76

41

124

242
5-

223
6-
3l
8-

415
252

518

107

48

t72

24.1

32.9
22.6
26.2
81.3

62.8

6,657
8,537
4,776
4,162

37.85 -60.68 -22.40 -
11 .53 -

1 2

Somerset County Totals 51,745 29.22 I 24 4 27 318 I,064 68 6 t,slz 31.4

Total Urban Areas
Total Rural Areas

24,132
27,613

38.33
21.26 1

13

lt
",

2

13

l4
159

1s9
698
366

36
32

4

2

925 28.9
587 3s.4

Wøldo County Jønuørv-December 2013

Contributing Agency
Estimated Crime
Population Rate
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Waldo SO

Belfast
Searsport
Islesboro
Waldo SP

6,654
2,619

568

24.50 I
24.83 -8.80 -

2-10

z

84

29

t7
J

24

118

124
45

2

8l

1l I
l-
J-

;

226
r63

65

5

117

38.5

41.7

18.5

60.0
38.5

Waldo County Totals 38,780 14.85 I 2 20 157 370 25 I 576 37.3

Total Urban Areas
Total Rural Areas

9,840
28,940

8

12

49

108
4 233 35.6

343 38.5
t

23.68 1

11.8s -
t7t
199 2tl

t0?
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Wøshinston Countv Jønuørv-December 2013

rüashington SO

Calais
Eastport
Machias
Baileyville
Milbridge
Washington SP

11 50 72 7 _
2-918138

3691
125737 I

109221_
lll6

lt s7 64 8 _

140
167

t9
53

42

9

140

25.7
58.7
52.6

43.4

57.t
s5.6
40.0

3,054
1,302
2,773
1,487

1,340

54.68 -14.s9 -24.39 -28.24 -6.72 -
washington County Totals 32,317 t7.64 - 3 3 s0 148 348 17 I 570 44.2

Total Urban Areas
Total Rural Areas

31.00 -12.19 -
28
22

9,356
22,961

4l
107

212
136

2l3 290 5s.2
280 32.9

3

15

q)
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ú
ê
þ
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¿
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Ê
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York Countlt Iønuarv-December 2013

York SO

Biddeford
Kittery
Old Orchard Beach
Saco

Sanford
Berwick
Eliot
Kennebunk
Kennebunkpoft
North Berwick
Ogunquit
South Berwick
Wells
York
Buxton
York SP

59.28 I
18.87 -30.53 -28.38 -42.13 -17.67 -6.23 -12.79 -18.48 -7.79 -43.09 -
r 0.45 -12.96 -
r 7.88 -13.58 -

2

4

l0
26

33

57

77

161

68

ll8

27,324
9,540
8,691

18,949
20,913
7,529
6,257

11,023
3,517
4,620

905
7,275
9,803

12,695
8,103

26
19 24
63
5-
58
t9 t2
3-
2t
l1
l

t9
75

2

4
10

39
5

I
5

ll6
t49
t2
67

133

135

31

4

30

t7
14

5

12

42

53

25

101

177

972
ls3
183

JOJ

642
84

3t
102
47

340
1,264

180

265
s35
881

133

39

t4t
65

36

39

76

127

227
110

2s7

35.3
37.7
45.0

12.5

20.6
26.4
33.1

41.0
41.1

16.9

50.0
17.9

13.2

13.4

15.9

30.9
26.5

J

I

146
186
3l
51

124
268
22
.,

llt7

1

4
J

2

1

1

1

I

York County Totals 199,400 23.65 | 74 56 206 952 3,285 110 31 4,715 2g.l
Total Urban Areas
Total Rural Areas

151,033
48,367

27.27
12.34

1 r6l
45

28.8
31.s

50
6

7t
3

735 2,990
2t7 295

85 25 4,118
25 6 597

Slate Totals
Grand Total
Total Urban Areas
Total Rural Areas

1,328,302
846,180
482,122

24.21 24
29.85 t2
14.32 12

359
274
85

6,453 23,006 go2

4,221 19,028 599
2,232 3,979 303

t40 32,162
lll 25,260
29 6,902

32.2
32.5
31.2

335 943
297 7t8
38 225

104
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POLICE EMPLOYMENT DATA
The Uniform Crime Reporting System in Maine incorporates a collection of important data relating to police within the

state. Information such as ratio ofpolice to population, assaults on officers, and related analysis are covered in this section.
As of October 31 ,2013, the following information was gathered from 134 reporting agencies.

Sworn Personnel
' There were 1,594 full-time municipal law enforcement officers, representing 1.88 officers per 1,000 population for

urban population areas.

' There were 348 full-time sworn law enforcement officers employed by Maine's l6 Sheriff s Departments. There
were 3l I swom officers employed by the Maine State Police. The ratio of officers per 1,000 population in rural areas
is 1.37.

' Statewide, there were 2,275 full'time sworn law enforcement officers. The total complement of officers represents a
rate of 1.71 officers per 1,000 population.

'Nationally,in20l2,theaveragerateperl,000was2.4.Theaverage2012ratefortheNewEnglandstateswas2.l.
Civilian Personnel

' The number of full-time civilian support personnel employed by the municipal departments in Maine was 359.
' There were 75 civilians employed full-time by the county Sherifls Departments. The Maine State police employed

I 29 full-time civilians.
' The total number of full-time civilian support personnel employed statewide was 589.
Caution should be exercised in using rates for comparative purposes, since a wide variety of factors dictate the number

of employees necessary to various law enforcement agencies. The term "full-time sworn" officers does not mean that these
personnel are performing regular police enforcement duties in investigations, patrol and deterrent practices. The need for reg-
ulatory duties, correction duties, administrative duties and assigned special duties affects the number ofpersonnel available
for regular law enforcement duties. Comparing agencies should not be done without considering the .,in-house" duties and
responsibilities of the agencies involved,

Figures for Sheriffs Department personnel for the year 2013 do not include persons serving as correctional or court per-
sonnel in all Sheriff s Departments. Population figures given here may vary from those shown in the County Crime Analysis
(pp. 98-104), which reflect a population update at another part ofthe year.

Police Emplovment Data 2013

Agency Population

Sworn Law Enforcement
Officers Officers/

M F 1,000

Civilian
Personnel
MF

Total
M F Total

Androscoggin SO
Auburn PD
Lewiston PD
Livermore Falls PD
Lisbon PD
Mechanic Falls PD
Sabattus PD
Total Androscoggin

27,942
22,948
36,422

3,161
8,923
3,013
s,060

107,469

19
48
74

6
12

5
6

'|.70

1
7

I

1
t3

0.7
2.3
22
1.9

6
2
3

2

4
5
I
3

1
21

25
50
77

6
14
5
6

183

4
I

15

4

i
34

29
59
92

6
18
5
I

217

1.5
1.7
1.4
1.7 l3

Aroostook SO
Caribou PD
Fort Fairfield PD
Fort Kent PD
Houlton PD
Madawaska PD
Presque lsle PD
Van Buren PD
Ashland PD
Limestone PD
Washburn PD
Total Aroostook

28,220
8,012
3,412
4,055
6,046
3,957
9,483
2,125
1,277
2,269
1,651

70,507

14
15
3
4

13
4

14
3
2
3
1

76

1 0.5
1.9
0.9
1.0
2.3
1.3
1.7
14
1.6
1.3
0.6
'1.1

:

1

1

1

2
1

3
3
1

:

14

18
15
3
5

14
4

l5
3
2
3
1

83

3
1

3
4
2j

l9

21

16
3
I

18
6

21
3
2
3
1

102

1
1

2

; ,
Cumberland SO
Brunswick PD
Cape Elizabeth PD
Falmouth PD
Gorham PD
Portland PD
South Portland PD
Scarborough PD
Westbrook PD

51,883
20,354

9,104
11,468
16,764
66,256
25,126
19,252
17,647

56
31
13
17
22

139
50
34
35

4

:

1

20
4
3
3

1.2
1.6
1.4
1.5
1.4
2.4

6
7
I
6

5
9

3
2

43
4
4
1

62
38
14
23
22
53
53
47
36

I
11

3
3

63
I
7
4

71
49
14
26
25

216
61
54
40

1

21
19
22

14
3

13
1

9?.
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Agency Population

Civilian
Personnel
MF F Total

Sworn Law Enforcement
Officers Officers/

M F 1,000
Total

M
Bridgton PD
Cumberland PD
Freeport PD
Yarmouth PD
Windham PD
Univ Maine - Gorham
Total Cumberland 284,432

I
11
12
12
24
10

474

5,308
7,353
8,094
8,460

17,363

1.5
1.5
1.6
1.5
1.4

I
11

12
12
25
l5

531

I
12
15
14
29
19

654

1
5

57

1
1

1

1

41 1.8

1

I
3
2
4
4

123

1

1

2
1

3
3

82
Franklin SO
Farmington PD
Jay PD
Wilton PD
Rangeley PD
Univ. Maine - Farmington
Carrabassett Valley PD
Total Franklin

12,062
7,657
4,827
4,066
1,176

18
1.7
1.5
1.5
2.6

21
12

7
6
3
4
2

55
2.6
1.9

6 6
1

1

27
12
7
6
3
4
2

61

7
2

l
34
14
I
6
3
4
2

71

780
30,569 Ib2 t0

Hancock SO
Bar Harbor PD
Ellsworth PD
Bucksport PD
Mount Desert PD
Southwest Harbor PD
Gouldsboro PD
Swan's lsland PD
Winter Harbor PD
Total Hancock

30,095
5,275
7,853
4,937
2,059
1,765
1,733

331
514

54,562

3.4
2.8
1.2
3.0

1.2

;

2

16
13
't4
7
7
5
2
1

65

05

17

16
14
14
I
I
7
2
I

72

2
3
4
2
2

:

15

1

2
2

:

1

2
2

6
2
2
2

18
17
20
11

11

9
2
I
0

89

25
20
14

Kennebec SO
Augusta PD
Gardiner PD
Hallowell PD
Waterville PD
Oakland PD
Monmouth PD
Winslow PD
Winthrop PD
Clinton PD
Total Kennebec

51,214
18,893
5,731
2,362

15,897
6,253
4,105
7,704
6,051
3,425

121,635

;
Ij
1

8

21
37
12
2

28
10
4
I
8
2

321

0.4
2.1
2.1
1.3
2.0
1.6
1.0

3
11

1

I
10

1

2
I

30

3
I
1

a

1

I
I

22

j
ó

;
l5

21
44
12
2

3l
10
4
I

13
2

147

24
55
13

3
41
11

4
10
14
2

'177

1.2
1.3
0.6
1.2

Knox SO
Camden PD
Rockland PD
Thomaston PD
Rockport PD
Total Knox

21,472
4,848
7,205
2,776
3,314

39,615

3
2

:

6
t

1

2

1

4

2

:

3

18
I

18
5
b

56

0.9
2.1
2.5
1.8
1.8
1.5

18
10
20

5
7

60

21
12
21

5
7

66
Lincoln SO
Boothbay Harbor PD
Damariscotta PD
Waldoboro PD
Wiscasset PD
Total Lincoln

21,051
2,135
2,204
5,016
3,673

34,079

24
7
4
7
2

44
1

I

1.1
3.3
1.8
1.4
0.8
1.3

24
7
4
7
2

44

2
I

I

-4

2
1

26
8
4
8
3

49

I
1

5
Oxford SO
Rumford PD
Dixfield PD
Mexico PD
Norway PD
Paris PD
Fryeburg PD
Oxford PD
Total Oxford

28,860
5,738
2,504
2,633
4,970
5,140
3,407
4,075

57,327

25
9
4
4
I
7
5
6

68

2

1

:

1

;

24
I
4
4
I
7
5
6

67

0.9
1.6
2.0
1.9
'1.6

1.4
't.8
1.5
1.3

j
1

I

I
4

3

I
1

1

1

1

1

9

28
I
5
5
9
I
6
7

77
Penobscot SO
Bangor PD
Brewer PD
Dexter PD
Lincoln PD
Old Town PD
Orono PD

61,090
32,744

9,376
3,856
5,094
7,736

10,663

I
4
3

1

3
1

28
70
16

5
5

11
12

0.5
2.3
2.0
1.3
1.2
1.8
1.2

5
I
'l

I
I
1

4
28
74
16
5
5

11
12

34
87
20

5
7

l5
't4

6
13
4

2
4
2

91
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TotalF
Hampden PD
Millinocket PD
East Millinocket PD
Newport PD
Veazie PD
Univ. Maine - Orono
Holden PD
Total Penobscot

7,275
4,430
3,027
3,250
1,895

'10

5
4
7
4

18
3

198

1.4
1.1
1.3
2.2
2',|

10
5
4
7
4

23
3

207

1 11

5
4
7
4

27
3

243

3,094
153,530 14 1.4

1.0
5

I
4

36

3

22

Sworn Law Enforcement
Officers Officers/

Civilian
Personnel
MF

TotalAgency Population M F I,000 M

Piscataquis SO
Dover-Foxcroft PD
MiIo PD
Brownvilfe PD
Greenville PD
Total Piscataquis

7,937
4,110
2,295
1,225
1,624

17,19'l

7
5
3
2
2

l9

0.9
1.2
1.3
1.6
1.2
1.1

: 3

1

4

j
'l

4

14
5
3
2
2

26

17
5
3
2
3

307
Sagadahoc SO
Bath PD
Topsham PD
Richmond PD
Phippsburg PD
Total Sagadahoc

12,415
8,384
8,728
3,388
2,230

35,145

19
17
11

4
1

52

1

1

1

21
22
13
5
1

62

2
4
2
1

I

2
3

:
6

1

i3

1.5
2.1
14
1.5
0.4
t.6

19
18
11

4
1

53
Somerset SO
Fairfield PD
Skowhegan PD
Madison PD
Pittsfield PD
Total Somerset

27,613
6,657
8,537
4,776
4,162

51,745

15
7

12
16
6

56

1
:
3

0.5
1.2
1.6
3.4
1.4
1.1

15
7

12
l6
6

56

17
9

15
17
6

64

2
2
3
1

I

2
1

1

1

5
Waldo SO
Belfast PD
Searsport PD
lslesboro PD
Total Waldo

28,940
6,654
2,618

568
38,790

18
13
3
1

35

0.6
2.0
1.1
1.8
0.9

2
1

2

:

3

18
13

3
1

35

20
14

3
1

38I

Washington SO
Calais PD

22,961
3,054
1,302
2,173
1,487
1,340

32,317

10
I
4
4
3
2

31

0.4
2.6
3.1
1.8
2.0
1.5
1.0

1

1

1

I
10
I
4
4
3
2

3l

11

I
4
4
3
2

33

Eastport PD
Machias PD
Baileyville PD
Milbridge PD
Total Washington

¿2
York SO
Biddeford PD
Kittery PD
Old Orchard Beach PD
Saco PD
Sanford PD
Berwick PD
Eliot PD
Kennebunk PD
Kennebunkport PD
North Berwick PD
Ogunquit PD
South Berwick PD
Wells PD
York PD
Buxton PD
Total York

48,367
21,324
9,540
8,681

18,848
20,913
7,529
6,257

11,023
3,517
4,620

905
7,275
9,803

12,695
8,1 03

199,400

27
44
17
18
31
35
11

7
16
11

I
I
I

18
23

7
289

0.6
2.2
2.0
2.3
'1.8

1.9
1.5
1.1
1.7
3.4
1.7
9.9
1.1
2.1
2.0
0.9
1.6

3
16
7
4
o

I
1

I
4
4
1

3
3
7
I
4

83

28
52
18
18
39
35
't1
7

17
12
I
I
9

22
27
10

321

3
14
5
2
6
4
I
I
1

3
I
2
3
4
6
4

60

1

I
1

I

1

:

1

4
4
3

32

2
2
2
3

:

3
1

1

;
2

23

31
68
25
22
48
43
12
I

21
16

9
11

12
29
35
14

404
All Other Dept. of Pub. Sfty
Maine State Police 48

440
7

70
I

94346
39220

287 24
19
59

Totals 1,328,302 2,126 149 1.7 237 352 2,363 501 2,864
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CARIBOU POLICE DEPARTMENT
25 High Street, Suite 4

Caribou, Me 04736
(207) 493-3301

Fax: (207) 493-420L

Hauling Prisoners Ove¡view 2OL2-2OL4

20f4
Caribou PD prisoners: t27
Projected extra mileage: 15,875
Minimum oveftime expense: $20,320 ($40,00 per hour per 4 hours overtime)
Estimated fuel: $4,101 (average of $3.10 a gallon)
Estimated vehicle repair: $1,081 ($0.0681 per mile based s¡ AAA cost analysis of an SUV)

2013
Caribou PD prisoners: 158
Projected extra mileage: L9,750
Minimum ovedime expense: $25,280 ($40.00 per hour per 4 hours oveftime)
Estimated fuel: 55,267 (average of $3.20 a gallon)
Estimated vehicle repair: $1,345 ($0.0681 per mile based on AAA cost analysis of an SUV)

20L2
Caribou PD prisoners: I7L
Projected extra mileage: 21,375
Minimum oveftime expense: $27,360 ($40.00 per hour per 4 hours overtime)
Estimated fuel: $5,665 (average of $3.18 a gallon)
Estimated vehicle repair: $1,456 ($0.0681 per mile based on AAA cost analysis of an SUV)

152 average trips
19000 average miles

$24,320 average oveftime

$5,011 in average fuel
$1,294 in average repairs

$301625 in extra expenses (average)

Would probably need to replace vehicles every 10 months versus every 12-18 months
Extra cruisers not always available due to detail enforcement

\O



Comparison of Caribou/Presque lsle pay rates

Step/Year L Step/Year 2 Step/Year 3 Step/Year 4 Step/Year 5 1"0 Years 17 Years
Caribou Police Officer 5 M.qt S ro.zs 5 ro.sg $ rz.¡r 5 rz,so $ rg.sz S 20.42
Presque lsle Police Officer S rs.sr 5 rc.2t. 5 rz.Eg S rs,rs S rs.gz $ 20.30
Presque lsle Dispatcher $ t+.q.s S Mst S rs.z+ S rcla $ tø.tt S 18.18

\\



CARIBOU POLICE DEPARTMENT
25 High Street, Suit€ 4

Caribou, Me 04736

t2l08lt4

Sexual/child abuse case for 2014

For two thousand fourteen the Caribou Police Department has handled forty eight sexual or
child abuse cases. This has been the highest number that I have seen for the Caribou police
Department since I have been employed here. These cases range from a simple assault or to the
more serious crime of a child being touched inappropriately. The reason for this being the
highest year is because The Department of Human Resources is backlogged with cases that

' have been reported to them. DHHS is now filtering their cases out to local law enforcement to
help with the backlog. I don't feel that you will see these numbers go down.

Just wanted to give you the numbers from previous years.
2008 10

2009 t6
2010 t6
20tt t9
20t2 23

2013 25

2014 48

As you can see from above the numbers have been steadily climbing.

This is a breakdown of the 2014 sexual/child abuse for the annual crime report:

Unlawful Sexual Contact
Gross Sexual Assault
Other

Total 48

Thank you
Sgt. Mark Gahagan

(207) 493-3301
Fax: Q07) 493-4201

20
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To: Mayor and Council Members 
From: Austin Bleess, City Manager and Scott Susi, Fire Chief 
Date: February 23, 2015 
Re: Utilizing Basic EMTs 
 
Another topic brought up by the council was utilizing Basic EMT’s instead of having all paramedics on staff. 
This is certainly possible.  
 
Here is a comparison of wages for a Basic EMT vs Paramedic.  
  BASIC EMT       PARAMEDIC 
BASE  $479.55       $479.55 
FF I/II  $20.81        $20.81 
LICENSE $25.98        $167.00 
 
TOTAL $526.34 per week      $667.36 per week 
 
Difference $141.02 per week or $7,333.04 per year. If we were to replace 3 Paramedics with Basics we could 
save $21,999.12.  
 
We could replace 6 paramedics with 6 basics. That would put 2 basics on each crew with 3 paramedics. This 
would save $43,998.24. 
 
However if we switched to only having 3 paramedics on each crew we could not guarantee there would always 
be a paramedic available to go on a call. This would require that we drop down our ambulance license 
(department wide) from an ALS to a Basic License. Because ALS calls are paid at a higher rate than Basics 
dropping to the basic level of license means we would lose $96 per local emergency call. We do about 1,280 
local emergency calls each year which would mean a loss of $122,880 in revenue each year. 
 
Dropping down to the Basic Level would also mean we could not do ALS Transfers. In 2014 the ALS transfers 
we did added up to $569,563.70. So switching to 6 basics would save us $43,998.24 but result in a loss of 
revenue of $692,443.70. 
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To: Mayor and Council Members 
From: Austin Bleess, City Manager 
Date: February 23, 2015 
Re: Cary Medical Center 
 
Another topic discussed during the budget meetings was seeing if Cary Medical Center would pay a Fee For 
Service to the city. As they are a department of a City they are not a non-profit, as the other organizations that 
have fee for service agreements with the city.  
 
At the last joint Cary/Council meeting it was discussed the Hospital Board, which the Council appoints, is 
charged with overseeing the operations. The Hospital District owns and is responsible for the grounds and 
buildings.  
 
The Council discussed a fee for service concept at the last meeting, however there was no resolution to that. If 
the Council wishes to ask Cary to enter into a similar type of agreement I would recommend a letter be sent to 
the Board of Directors for them to consider at their next meeting.  
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To: Mayor and Council Members 
From: Austin Bleess, City Manager 
Date: February 23, 2015 
Re: Building Permit Fees 
 
Another topic discussed during the budget season was possibly changing the building permit fee structure.  
 
Currently our permit fee structure is as follows:  
Estimated Costs of Construction 
 $1 – 9,999  $50.00 
 $10,000 – and Up  $6.00 per $1,000 
  
              Demolition Permit              $25.00 

 
This results in people providing an estimate of construction costs which may or may not be accurate in order to 
reduce the permit fees.  
 
It has been brought up to me by some councilors and residents about how our permit fees are higher than some 
of our neighboring communities. It’s been suggested that perhaps we should reduce our fee to a flat rate.  
 
Another route would be to charge a fee per square foot. That would take away the guessing of an “estimated 
cost of construction”.  
 
In 2013 our expense budget for Code Enforcement was $40,525 in 2015 it is  $26,361. The revenue budget in 
2013 was $28,340, and in 2015 is $24,280.  If we were to change our permit fees we may be able to encourage 
building in Caribou and we would recoup the costs over the long term by adding to the tax base.  
 
In 2014 we issued 52 building permits and took in $18,366 in revenue from those.  
 
If this is a topic the Council would like staff to look into further we can do that. But there are quite a few 
variables that could play into this, so we wanted feedback from the Council as to whether or not this is a topic 
they want to look at or not.  
 
Reducing the demolition permit fee may be merited as well. We do have to complete some report on demolition 
permits, but perhaps a lower permit fee would be more appropriate, especially where a person is removing slum 
and blight from the community.  
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